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Safety requirements

The communicator should be installed and maintained by qualified personnel.

Prior to installation, please read this manual carefully in order to avoid mistakes that can lead to malfunction or even damage
to the equipment.

Disconnect the power supply before making any electrical connections.

Changes, modifications or repairs not authorized by the manufacturer shall void your rights under the warranty.

= Please act according to your local rules and do not dispose of your unusable alarm system or its components with
E/ other household waste.
e e,
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1 Description

“Ethernet” communicator E16 directly connects to supported DSC, Paradox, UTC Interlogix (CADDX), Innerrange, Texecom,
Honeywell, Crow and Pyronix alarm panels.

Communicator transmits full event information to the Central Monitoring Station.

Communicator also works with Protegus application. With Protegus users can control their alarm system remotely and get
notifications about security system events. Protegus app is compatible with all security alarm panels from various manufacturers
that are supported by the E16 communicator. Communicator can transmit event notifications to the Central Monitoring Station
and work with Protegus simultaneously.

For panels from other manufacturers use the E16T communicator.

Features

Sends events to monitoring station receiver:

e Sends eventsto TRIKDIS software or hardware receivers that work with ‘mm
any monitoring software. E ] 6
e Can send event messages to SIA DC-09 receivers. o NETWORK
° Connection. supervi.sion by polling to IP receiver every 30 seconds (or & DATA
by user defined period).
. . . . . u POWER
e Backup channel, that will be used if connection with the primary
channel is lost. B TROUBLE

e With parallel communication channels events can be sent to two
receivers at same time.

0o
0354 Vs

e When Protegus service is enabled, events are first delivered to CMS, = 3 3 §
- N m

ly th . - 873 O«

and only then are sent to app users g 052008 %C%

vV VvV VVYVVVVY

Works with Protegus app:
e  “Push” and special sound notifications informing about events.
e Remote system Arm/Disarm.

e Remote control of connected devices (lights, gates, ventilation
systems, heating, sprinklers, etc.).

e Remote temperature monitoring (with iO or iO-WL expanders).

e Different user rights for administrator and installer.

Notifies users:

e Users can be notified about events with Protegus app.

Controllable outputs and inputs:
e 3 double I/O terminals that can be set either as input (IN) or controllable output (OUT) terminals.
e OQutputs controlled by the Protegus app.

e Add additional inputs and controllable outputs with wired and wireless iO expanders.

Quick setup:
e Settings can be saved to file and quickly written to other communicators.
e Two access levels for configuring the device for CMS administrator and for installer.

e Remote configuration and firmware updates.

www.trikdis.com 4 July, 2019
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1.1 List of compatible control panels

Manufacturer Model
DSC® PC585, PC1404, PC1565, PC1616, PC1832, PC1864, PC5020
PARADOX® SPECTRA SP4000, SP5500, SP6000, SP7000, SP65

MAGELLAN MG5000, MG5050, MG5050E

DIGIPLEX EVO48, EVO192, EVOHD, NE96, EVO96

SPECTRA 1727, 1728, 1738

ESPRIT E55, 728ULT, 738ULT

UTC Interlogix® NetworX (Caddx) NX-4v2, NX-6v2, NX-8v2, NX-8E

Texecom® Premier 24, 48, 88, 168

Pyronix® MATRIX 424, MATRIX 832, MATRIX 832+, MATRIX 6, MATRIX 816
Innerrange® Inception

Honeywell® Ademco Vista-5, Ademco Vista-20, Ademco Vista-48

Crow® Runner 4/8, Runner 8/16

Underlined - Control panels directly controlled by E16.

*Connect control panels from other manufacturers to the E16T communicator.

1.2 Specifications

Parameter Description
Dual purpose terminals 3, can be set as either NC; NO; NC/EOL; NO/EOL; NC/DEOL; NO/DEOL (2,2 kQ) type inputs
[IN/OUT] or open collector (OC) type outputs with current up to 0,15 A, 30 VDC max.

Expandable with iO series expanders.

Power supply voltage 10-18 V DC

Current consumption 100 mA (on standby)
Up to 250 mA (while sending data)

Ethernet connection IEEE802.3, 10 Base-T, RJ45 socket

Transmission protocols TRK, DC-09_2007, DC-09_2012

Memory Up to 60 messages

Changing settings With TrikdisConfig computer program remotely or locally via USB Mini-B port
Operating environment Temperature from -10 °C to 50 °C, relative humidity - up to 80% at +20 °C
Communicator dimensions 88 x65x 26 mm

Weight 80g

www.trikdis.com 5 July, 2019
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1.3 Communicator elements

Light indicators.

1 ‘ TRIKDIS 5 Frontal case opening slot.
E’é Terminal for external
& NETWORK connections.
1 OATA 4. USB Mini-B port for
& POWER 2 communicator programming.
B WOUNE 5. Ethernet connection RJ45
!g 4 socket.
23
g -
PR
VYV VVYVVYYY
\N= N -~ 3
1.4 Purpose of terminals
Terminal Description
+DC +10 V/+18 V power supply
-DC +10 V/+18 V power supply
CLK
Serial bus terminals for direct connection to control panel
DATA
/01 1*tinput/output terminal
/02 2" input/output terminal
1/03 3" input/output terminal
com Common (negative) terminal
A RS485 RS485 bus A contact
B RS485 RS485 bus B contact

1.5 LED indication of operation

Indicator Light status Description
NETWORK Off No connection to a computer network
Green solid Communicator is connected to a computer network
DATA Off No unsent events
Green solid Unsent events are stored in buffer
Green blinking (Configuration mode) Data is being transferred to/from communicator
POWER Off Power supply is off or disconnected

Green solid

Power supply is on with sufficient voltage

Yellow solid

Power supply voltage is insufficient (<11.5V)

Green solid and
yellow blinking

(Configuration mode) Communicator is ready for configuration

www.trikdis.com
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Indicator Light status Description
Yellow solid (Configuration mode) No connection with computer
TROUBLE OFF No operation problems
1 red blink Connection error at the "physical" level (PHY Link status error)
2 red blinks DHCP error
3 red blinks DNS error
6 red blinks No connection with the receiver
7 red blinks Lost connection with control panel
Red blinking (Configuration mode) Memory fault
Red solid (Configuration mode) Firmware is corrupted

1.6 Structural schematic with E16 usage

ALARM PANEL

oD e PROTEGUS
o H ROUTER INTERNET SERVER
s ' =
. - > D -»E
= ~~
sstigit!d o
==y I
ETHERNET i
COMMUNICATOR E16 ¥

PHONE WITH
PROTEGUS
SOFTWARE

MONITORING
SOFTWARE

= MONITORING STATION IN SECURITY COMPANY —

Note:

Before you begin, make sure that you have the necessary:

1.
2.
3.
4.
5.

USB cable (Mini-B type) for configuration.

At least 4-wire cable for connecting communicator to control panel.
CRP2 cable for connecting to Paradox panel’s serial port.

Flat-head 2,5 mm screwdriver.

Particular security control panel’s installation manual.

Order the necessary components separately from your local distributor.

2 Quick configuration with TrikdisConfig software

1. Download TrikdisConfig configuration software from www.trikdis.com (type “TrikdisConfig” in the search field) and
install it.

2. Open the casing of the E16 with a flat-head screwdriver as shown below:

www.trikdis.com
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s
l‘\_ / USB Mini-B

3. Using a USB Mini-B cable connect the E16 to the computer.

=

4. Run TrikdisConfig. The software will automatically recognize the connected communicator and will open a window for
configuration.

5. Click Read [F4] to read the communicator’s settings. If requested, enter the Administrator or Installer 6-digit code in the
pop-up window.

Below we describe what settings need to be set for the communicator to begin sending events to the CMS (central monitoring
station) and to allow the security system to be controlled with the Protegus app.

2.1 Settings for connection with Protegus app
In “System settings” window:

B TrkdisConfig 16613 E16_1100

Ot ke e |

| ResdfFl WS | OpenfFal  SewiFR | Diconnest
e —
I C.Msmnq I Object 1D 1221 Adminstator code eesese
i Uwrep;nmé- | Security pansl model I’ 2, 0SC PCI816. PCIS ] Instater code I
ﬂ'_"‘_[‘:'_’:’_‘_"_‘?_‘_,l Femote Arm/Disarm 1 v Oy o adainigbutor ool ogtode )
T —— =
[Eee | <= 3] Ko st 10 e

1) Select Security panel model that will be connected to the communicator.

2) Select Remote Arm/Disarm if you want users to be able to control the panel in Protegus app with their keypad code.
This setting is only shown for directly controlled panels.

3) For the direct control of Paradox and Texecom panels enter PC download password. It must match the password that is
entered in the control panel.

Note: For the direct panel control to work, you will need to change the panel settings. How to do this is described in
chapter 4 “Programming the control panel”. In this section you will find information on how to change the PC
download/UDL password.

In “User reporting” window, “PROTEGUS Cloud” tab:

B TrkdisCondig 16613 E16_1500
 Resd (4] W (P8 | Open{FEl  Sew [P | Dlcsonect
| System settings [ rrotiGus Cowd |
[ CMS reporting |
e
|
|

Ethernet settings Enable connection 4
INJOUT PROTEGUS Cloud access Code 5
| RS485 modules ‘

4) Tick the checkbox Enable connection to the Protegus Cloud.

www.trikdis.com 8 July, 2019
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5) Change the Protegus Cloud access Code for logging in to Protegus if you want users to be asked to enter it when adding
the system to Protegus app (default password —123456).

After finishing configuration, click the button Write [F5] and disconnect the USB cable.

Note: For more information about other E16 settings in TrikdisConfig, see chapter 6 “TrikdisConfig window
description”.

2.2 Settings for connection with Central Monitoring Station

In “System settings” window:

B TrkdsConfig 16613 £16_1100

CMS reporting Otject 10 1 1221 l Adminstrator code sssnee
Uﬂfm Security panel model E 2. DSC BC 1416, BCIE ]i Installer code Ly
Ethernet settings & ArmiD = || Only on administ=ator can restore v
INJOUT
PC download password ‘ Aiow installer to change
RS485 modules E e — =

1) Enter Object ID (account) number provided by the Central Monitoring Station (4 characters, 0-9, A-F).
2) Select Security panel model that will be connected to the communicator.

In “CMS reporting” window settings for “Primary channel”:

| W TrikdisConfig 16613 E16.1100 . =

\- oiAton [ About
C Mead (R Weie 5] | Com(Fl SwelR  Disconnect
System settings Setbos
| Pocnict chamoet. |
User reporting Communication type » . - 3 Communicaton type » »
£thernet settings Protocot ™ . 4 Protoced ™K .
INJOUT TRE encryption key sesnne 5 TRK encryption key Ty
R5485 modules Domain or 1P 165.14.124.140 __ Bl Oomsincew
Event summary Port 44654 0y Port
Frmware TCP or UDP ) 8 TCP or UDP op .
Primary channe! Backup » . g Parallel channe! Backup » .
Protocol TR v Protocol TRE
TRK encryption key seens TRK encryption key sevnee
Domain or 1P 180, 12.154.120 Domain or ®
Femember password Port 7 fia
Detauit seteings TCP or UDP P . TCP or UDP we
Restare
MAC/Unque I
‘ 5410ECAMOB42
|

3) Communication type - select the IP connection method.

4) Protocol - select the protocol type for event messages: TRK (to TRIKDIS receivers), DC-09_2007 or DC-09_2012 (to
universal receivers).

5) TRK encryption key - enter the encryption key that is set in the receiver.
6) Domain or IP - enter the receiver’s Domain or IP address.
7) Port - enter receiver’s network port number.

8) TCP or UDP - choose event transmission protocol (TCP or UDP) in which events should be sent.

www.trikdis.com 9 July, 2019
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Note: If you selected the DC-09 protocol, additionally enter object, line and receiver numbers in the Settings tab of
the CMS reporting window.

9) (Recommended) Configure Primary channel Backup settings.
10) (Recommended) Configure Parallel Channel and its Parallel Channel Backup settings.
After finishing configuration, click Write [F5] and disconnect the USB cable.

Note: For more information about other E16 settings in TrikdisConfig, see chapter 6 “TrikdisConfig window
description”.

3 Installation and wiring

3.1 Schematics for wiring the communicator to a security control panel

Following one of the schematics provided below, connect communicator to the control panel.

DSC panel connection diagram PARADOX panel connection diagram
DSC __ [PARADOX o
3 RED (+12v) ® <+ DC 10 R ® <+ DC
2 X = 8 .
5 B Of< -DbC 5 O . Sl < -bc
a YEL O] <CLK (o] Of < CLK
>
¥  GRN S| < DATA SIS < DATA
Ql<vo1 O ‘gﬁre ;0‘0'1 Sl<101 O
J s | ) -re s
Sl<vos 8-bock | ZU07
© Y - yelliow ©
® <COM G- green ® < COM
©| <ARS485 Use the EX-CRP2.4 cable [[Q] <A R5485
©| < BRS485 {ordered separately) Q| < BRS485
T ] s N
CADDX panel connection diagram TEXECOM panel connection diagram
CADDX ~ [TEXECcom o
3 ros[@ {129 S| <+bc = W2V __RIS|<+0c
— B
T com|@ Q| < -DC » = m- BL®<-DC
S DATA[@ Of <Lk T (3 \= __,__—I Q| <K
x I S| <pata A = A - WIQ| < DATA
Q<01 © | Wire color: Ol<o1 O
S|<wo2 7y R-red Sf<wo2
Q <l/O3 B - black Q <I/03
BL - blue
Q| < COM W - white Sl < COM
Ol < A RS485 T Q| < A RS485
se the EX- cable
_@_ SBRAS (ordered separately) Q SO
S —

www.trikdis.com 10 July, 2019
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INNERRANGE INCEPTION
panel connection diagram

Honeywell Vista-20, Vista-48
panel connection diagram

Q5 +[@ {ri2v) §<+DC
DS [0 9 ©| < -DC
o O] <CLK
- v
a.’ ,g P -‘é )| < DATA
- L % = Ol<1/01 O
3wl -
I 3|5]8 S|<vo2 Iy
— 3 3 g Q <03
2 Q < COM
- = Q < A RS5485
USB kabelis ® < BRS485
L —
Crow Runner 4/8 ir Runner 8/16
panel connection diagram
Crow PE—
(+12V) ]
g POS|@ Of <+0DC
T NEG|D @ <=0
g (K| Q| <CLK
¢ DATA|D Q| <DATA
Q| <l01 O
Sl <102 E
Q| <103
O] <COM
Q| <ARS485
&| <BRs485
L O

Keypad bus

'Honeywell

(+12V)

] =
 lo—><—
7

(XXX XX XX"-X"X%)

<+DC
< -DC
< CLK
< DATA
<1/01 (Ve

<02 S
<|/O3 -

< COM
< A RS485
< B RS485

Pyronix panel connection diagram

rPyronix |

(+12V)

+AUX

-AUX

KD

Keypad bus

{

0000020 Q0 Q)|

3.2 Schematic for connecting to panel keyswitch zone

25—
<+ DC

<-DC

< CLK

< DATA
<l/O1 O
<1/02 m
<l/0O3

< COM

< A RS485

< B RS485

—

Follow this schematic if the control panel will be armed/disarmed with a E16 PGM output turning on/off the panel’s keyswitch

zone.

Note:

E16 communicator has 3 universal input / output terminals that can be set to the OUT (PGM) operating mode.
The outputs (OUT) can control three areas of the security system. If you want to control the system in this way,
in TrikdisConfig, in the "System settings" window, uncheck Remote Arm/Disarm. The Protegus apps must be
configured with the settings described in chapter 5.2 “Additional settings to arm/disarm the system using the
control panel’s keyswitch zone”.

www.trikdis.com
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Control
panel
=1 (+12V) =
2 £ BLK|D Q| < -0¢
52 YELII@ O] <CLK
X 00 P~
GRN||@ S| < DATA
. £ 1stArea|@ Q<01 O
¢ % 2-ndAreafQ Ql<1o2 m
N E; 3-rd Area Q Sl<103
— J S| < com
| < ARS485
Q| < BRS485

3.3 Schematics for input connection

The communicator has 3 universal input / output terminals that can be set to input IN mode. NC, NO, NO / EOL, NC/ EOL, NO /
DEOL, NC / DEOL circuits can be connected to the input terminal. Default input setting — NO. The input type can be changed in
the TrikdisConfig window IN/OUT -> Type.

Connect the input according to the selected input type (NO, NC, NC/EOL, NO/EOL, NO/DEOL, NC/DEOL), as shown in the schemes
below:

Normally closed with
2.2k End of line resistor
(EOL 2,2K).

Short - Alarm; Open -
Alarm; 2,2k - Restore,

Normally open (NO).  Normally closed (NC).
Short - Alarm; Open-  Short - Restore; Open -

Restore. Alarm.
CcOMm INx  COM INx  COM INX
I NO | | NC | NC
2,2k
Normally open with Normally open with 22k End  Normally closed with 2,2k
2,2k End of line resistor  of line resistor and tamper End of line resistor and
(EOL 2,2Kk). recognition (DEOL). tamper recognition (DEOL)..
Short - Alarm; Open - Short - Tamper; Open - Short - Tamper; Open -
Alarm; 2,2k - Restore. Tamper; 2,2k - Alarm; Tamper; 2,2k - Restore;
3.3k-5,5k - Restore. 3,3k-5,5k - Alarm.
COM INX COM INx com INx
NO
2,2k
Note: If more inputs or outputs need to be connected to the communicator, connect the TRIKDIS iO series wired or

wireless output expander. Connection method is described in the iO manual and chapter 3.6 “Schematics for
connecting iO series expansion modules”.

www.trikdis.com 12 July, 2019
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3.4 Connect LAN cable

<+oc E16
<-DC

<CLK

< DATA <

< /01
n—

<|/02
<l/03 _LAN cable
< COM

< A RS485
< B R5485

o000 222 0|

3.5 Schematics for wiring a relay

Relay With relay contacts you can control (turn on/off) various electronic
appliances. The I/O terminal of the communicator must be set to an
output (OUT) mode.

3.6 Schematics for connecting iO series expansion modules

If more inputs or outputs need to be connected to the communicator, or if you want to connect a temperature sensor, connect
the TRIKDIS iO series wired or wireless output expander. Configuration of expander modules connected to the E16 is described
in chapter 6.6 ““RS485 modules” window”.

E16 i0

Wireless iO-WL

To.
=
o
O

say s —~ connection
v V) Y n V) 9w v > =
o R &g o ¥ € i ™ aga&n’
+ 2 < o e *F e @ upto 300 m +9<m+-83\2)ug
vV V VvV V v V VvV V v V Vv V vV V. V V VvV VV YV V V YV
o202 Q Q0020 [0 Q| X=X X2X7X7X"X"X%X%X%)
4
¢
=| & .
™~
- - =
* ® 3|9|5
, Power supply >|ajv
[SIS) A A 12-28VDC,05A
53 § § Temperature sensor:
T T AR, DS18B20 or D518520
ontrol <
panel
ey IOl -

3.7 Turn on the communicator

To start the communicator, turn on the security control panel’s power supply. This LED indication on the E16 communicator
must show:
e “POWER” LED illuminates green when the power is on;

e “NETWORK” LED illuminates green, when the communicator is connected to the network.
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Note: If you see a different LED indication, it indicates a certain malfunction. Diagnose it by following the LED
indication table in chapter 1.5 “LED indication of operation”.

If the E16 indication does not illuminate at all, check the power supply and connections.

4 Programming the control panel
Below it is described how to program the security control panel so that the E16 communicator could read events from the panel
and control it remotely.
To enable remote control of the security panel, make sure that the checkbox Remote Arm/Disarm is selected in the TrikdisConfig
window “System settings”.
DSC

DSC panels do not need to be programmed.

PARADOX
Paradox control panels need to be programmed only for direct control with Protegus. You do not need to program Paradox
panels for reading events.

For remote control of Paradox panels, you need to set up a PC download password. This password must match the password
which was set in the TrikdisConfig window “System settings”, when the checkbox next to Remote Arm/Disarm was selected.

To set this password, with the keyboard connected to the security control panel:
e For MAGELLAN, SPECTRA series: go to cell 911 and enter 4-digit PC download password.
e For DIGIPLEX EVO series: go to cell 3012 and enter 4-digit PC download password.

TEXECOM

Texecom control panels need to be programmed for both reading events and remote control.

You need to set the Texecom panel’s UDL passcode. This password must match the password which was set in the TrikdisConfig
window “System settings”, when the box next to Remote Arm/Disarm was selected.

The security control panel can be programmed with Texecom software - Wintex. Enter UDL passcode (4-digit code) in the
Communication Options window, Options tab.

Also, you can program with a keypad connected to the security control panel:
1. Enter the 4-digit installer’s code and press the [Menu] button to enter the programming menu.
2. Press the [9] key immediately afterwards.

3. Press [7][6], and then [2]. Enter the 4-digit UDL passcode (UDL passcode must match the E16 communicator’s PC login
password).

4. Press [Yes] and leave the programming mode by pressing [Menul.

UTC INTERLOGIX (CADDX)

Security control panel version must be V2 or higher With the keyboard connected to the security control panel:
1. Press [*][8] and enter the installer’s code (default - 9713).
2. Enter the device number assigned to the connected communicator (default - 0).

3. Set the settings below for each row. In sequence, enter the position, segment number and the required setting. Clicking
[*] (asterisk) will return you to the local input field.

Position Segment Setting
23 3 12345678
37 (not necessary) 3 12345678
4 1234567*
90 3 12345678
93 3 12345678
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Position Segment Setting
96 3 12345678
99 3 12345678
102 3 12345678
105 3 12345678
108 3 12345678

After having programmed all the fields listed, press [Exit] twice to exit the programming mode.
INNERRANGE

Innerrange Inception security control panel version must be 2.3.0.3507-r0 or higher.

The control panel must be connected to the internet. Connect to InnerrangeInception by entering:
https://skytunnel.com.au/inception/SERIALNUMBER, where SERIALNUMBER is the number of the controller that you can find
on the panel’s enclosure.

Open Configuration > General > Alarm Reporting. In the 3rd Party Device Configuration settings group you need to enter:

Alarm Reporting

Enable 3rd Party Device Reporting - select this checkbox.
3rd Party Device Type - set “Trikdis”.
Serial port - set “Serial Port 1 (Plugged In, In Use By 3rd Party Device)”.

> e N e

Save settings and exit the application.
Honeywell Ademco Vista

Follow these steps for Honeywell Ademco Vista-20 and Honeywell Ademco Vista-48 panels. The panel’s firmware version
must be V5.3 or higher. With a keypad that is connected to the panel:

1. Enter the programming mode. Enter the installer code 4][1][1][2] and after that [8][0][0] . Alternatively, turn on the
panel‘s power supply. In 50 seconds after the power supply is turned on, press the buttons [*] and [#] at the same time
(this method can be used when programming mode was exited by pressing in keypad [*][9][8] ).

2. Turn on the sending of Contact ID events via LRR. Press [*][2][9][1][#] in keypad.
3. When using the ,Remote Arm/Disarm” function, allow to use the 2nd AUI address. In keypad press [*][1][8][9][1][1][#] .
Exit the programming mode. In keypad press [*][9](9]

Crow

There is no need to program Crow Runner 4/8 and Runner 8/16 panels.
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5 Remote control

5.1 Adding the security system to Protegus app

With Protegus users will be able to control their alarm system remotely. They will see the status of the system and receive
notifications about system events.
1) Download and launch the Protegus application or use the browser version: www.protegus.eu/login.

| GETIT ON ’ Get it on 2
" Google Play | @ iTunes @ prOtegl\{\ISeb

2) Log in with your user name and password or register and create new account.

Important: When adding the E16 to Protegus check if:
1. Protegus cloud is enabled. See chapter 6.4
2. Power supply is connected (“POWER” LED illuminates green);
3. Registered to the network (“NETWORK” LED illuminates green).

“u

User reporting” windows”;

3) Click Add new system and enter the E16’s “MAC” number. This number can be found on the device and the packaging
sticker. After entering click Next.

Add new system @ o

Enter the MAC address, You can find it here:
- on the package;
é - on the back of the controller housing;

- TrikdisConfig as a Unique ID.

5.2 Additional settings to arm/disarm the system using the control panel’s keyswitch zone

Important:  The control panel zone to which the E16 output OUT is connected to has to be set to keyswitch mode.

Follow the instructions below if the security control panel will be controlled with a E16 PGM output, turning on/off the control
panel keyswitch zone.
1) Inthe new window, click Areas in the side menu. In the next window, specify how many alarm system areas (1, 2,
3) are in the system and press Next.
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E16+DSC PC1864

v Qme @ @ © D

o

Settings How many Areas are in the system?

Events

2) Inthe new window, identify what is the number for each of the specified areas in the security system and press Save.

E16+DSC PC1864

Gprotegus S v Qre @ @ O O

Save

Settings Area 1 numbes

Events

Area 7 numbes

),
3) In the side menu press Settings and in the newly opened window press Settings. Select the box Arm/Disarm with PGM
and specify which area the output will control. One PGM output can control only one area.
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E16+DSC PC1864

OMLINE v Q Peter D {:} O D

0 Settings Save

l : ‘ .

O,
Control

4) Select Level or Pulse, depending on the type of control panel keyswitch zone. You can also change the duration of the
pulse interval if it is required for the connected control panel.

5) For additional security, you can select Use Application password for ARM/DISARM. Then after pressing the button to
arm/disarm the alarm system, a window for entering the app password will open.

5.3 Arming/disarming the alarm system with Protegus

1) To control the system, open the Areas window.

2) In the Areas window click the Area button. In the pop-up window select the action (arm or disarm the security system
area).

3) If requested, enter the user code or Protegus password.
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zSprolegus 512:08(2(’(51864 " QP.'zi~- [Z] {:} O D

Q 000

Unknown Area 1

Area 1

Disarm

a >
=

6 TrikdisConfig window description

6.1 TrikdisConfig status bar description

After connecting the E16 and clicking Read [F4], TrikdisConfig will provide information about the connected device in the status
bar:

| MAC/Umque D
5410ECAA0842
| Statux  reading done Device E6.1100  SN.OOOD24  BL 100 w103 HW: 001 Stte WD Adminntrator
Object Description
Unique ID Device IMEI number
Status Operating condition
Device Device type (E16 should be shown)
SN Device serial number
BL Browser version
FW Device firmware version
HW Device hardware version
Status Connection to program type (via USB or remote)
Administrator Access level (shown after access code is approved)

After pressing Read [F4], the program will read and show the settings which are set in the E16. Set the necessary settings
according to the TrikdisConfig window descriptions given below.
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6.2 “System settings” window

R TrikdisConfig 16613 E16_1100

Lrogam  JUAsion s About

’ C_M.S‘repomng %)e\:l 1] 1221 Admanistrator code TI )

‘ User reporting Security panel model 2. DSC PC1616, PCIS. = installer code cesnne
Ethernet settings Rornoie PN <, Oniy an administrator can restore v
IN/OUT
RS485 modu e vk ornoi = Allow mstaller 10 change
Event summary Time synchronization PROTEGUS Cloud 4 Account number v
Firmware CMS repartng 7

User reporting 7
Etheernat sattings 7
Event surmmary w,

| Remember password

“General” settings group

Object ID — if the events will be sent to the CMS (Central Monitoring Station), enter the account number provided by the
CMS (4 characters hexadecimal number, 0-9, A-F).

Select the Security Panel model that will be connected to the communicator.

Remote Arm/Disarm - when the checkbox is selected, the E16 will directly control the control panel remotely. This setting
will be visible only for directly controlled panels. For direct control of the control panels you need to change the panel
settings, as described in section 4 “Programming the control panel”.

PC download password - for the direct control of Paradox and Texecom control panels you need to enter the PC/UDL
password. It must match the password that was entered in the control panel. How to change this password is described
in section 4 “Programming the control panel”.

Time synchronization - select which server to use for time synchronization.

“Access” settings group

When setting up the communicator E16 there are two levels of access for, the administrator and the installer:

Administrator code - allows you to access all configuration fields (default code - 123456).
Installer code - limited access for configuring the communicator (default code - 654321).

Only an administrator can restore - if the box is checked, factory settings can be restored only by entering the
administrator code.

Allow installer to change — the administrator can specify which settings can be changed by the installer.

www.trikdis.com 20 July, 2019



http://www.trikdis.com/

“Ethernet” communicator E16

N TRIKDIS

6.3 “CMS reporting” window

“ H ”
CMS settings” tab
B TrikdisConfig 166.13 E16_1100
£ Progran SO Adtion (18 About
| System settings | cvs sattings £
NS reporting O
| User rgpomngr Communication type ® Communicstion type P
! Ethernet settngs Protocol TRX Protocol TRY
| INOUT TRK encryption key sessee TR encryption key PP
| 2Omain or 1 65.12, 14 Doman or |
} miodu [ p 165.12.107.140 : p
| Event summary Port 44454 Port
| A up CP o "
Fremware TCP or UDP TCP TCP or UDP TCP
Primary channel Backup ] Parailel chamnel Backup P
Protacol TRX Pratocol TRK
TRK encryption key = TRK encryption key sssens
Domain or 1P 180.12,150.12 Doman or P
Remember password
Port 6021 Port
Dofault settings 1CP or UDP P TCP or UDP o
MAC/Unique 1D
S410ECAADB42
| Status: mading done Device E16. 1100 SN 000024 B 100 FW 103 HW. 00 State HID Adminstrator

The communicator sends events to the monitoring station via a wired internet (IP) connection.

Events can be sent over several channels of communication. The primary and parallel communication channels can operate
simultaneously, this way the communicator can send events to two receivers at the same time. Backup channels can be assigned
for both primary and parallel channels, which will be used when the connection via the primary or parallel channel is interrupted.

Communication is encoded and password protected. A TRIKDIS receiver is required for receiving and sending event information
to the monitoring programs:

e For connection over IP - software receiver IPcom Windows/Linux, hardware IP/SMS receiver RL14 or multichannel
receiver RM14.

“Primary channel” settings group

e Communication type - select which method for connecting to the monitoring station receiver will be used (IP).

e Protocol - select in which coding the events should be sent: TRK (to TRIKDIS receivers), DC-09_2007 or DC-09_2012 (to
universal receivers).

e TRK encryption key - 6-digit message encryption key. The key written to the communicator must match the receiver’s
key.

e Domain or IP - enter the domain or IP address of the receiver.
e Port - enter the network port number of the receiver.

e TCP or UDP - select in which protocol (TCP or UDP) the events should be sent.
“Primary channel Backup” settings group

Enable the backup channel mode to send events via backup channel if connection via primary channel is lost. Backup channel
settings are same as described above.

“Parallel channel” settings group

Events are transmitted in parallel with the first channel through this channel. When the second channel is enabled, events can
be sent simultaneously to two receivers (e.g., local and centralized monitoring stations). Parallel channel settings are the same
as described above.

www.trikdis.com 21 July, 2019



http://www.trikdis.com/

'l TRIKD'S “Ethernet” communicator E16

“Settings” tab

W TrikdisConfig 16613 E16_1100

£ Program & Action {29 About

| System settings [T Settings |
s mportng
_
User reportin

‘ ki Test penod v &0 b min Object ID » DC-08 12345
‘ Ethemnet settings

P ping period 0 30 DC0% lne No 1
‘ IN/OUT v min s

Sackup reporting after 2 DC09 recenet No 1
‘ RS485 modules J . tads

Return from Backup after 1 min 0 s

| Event summary

I
‘ Firmware
\

“Settings” settings group

e Test period - TEST event period for testing the connection. Test events are sent as Contact ID messages and forwarded
to the monitoring software.

e IP ping period — period for sending internal PING heartbeats. These messages are only sent via IP channel. The receiver
will not forward PING messages to the monitoring software to avoid overloading it. Notifications will only be sent to the
monitoring software if the receiver fails to receive PING messages from the device within the set time.

By default, the “Connection lost” notification will be transmitted to the monitoring software if the PING message is not
received by the receiver over a time period three times longer than set in the device. E.g. if the PING period is set for 3
minutes, the receiver will transfer the “Connection lost” notification if a PING message is not received within 9 minutes.

PING heartbeats keep the active communication session between the device and the receiver. An active session is
required for remote connection, control and configuration of the device. We recommend setting the PING period for no
more than 5 minutes.

e Backup reporting after - indicates the number of unsuccessful attempts to send the message via Primary channel. If
device fails to transmit specified number of times, the device will connect to transmit the messages via Backup channel.

e Return from backup after - time after which the E16 will attempt to reconnect and transmit messages via the Primary
channel.
“DC-09 settings” settings group
The settings are displayed when the DC-09_2007 or DC-09_2012 protocol is set in the communication channel Protocol field for
sending events to universal receivers.

e Object ID in DC-09 - enter the object number. The object number entered in this field will be used if DC-09 encoding is
selected. A hexadecimal number from 3 to 16 characters can be entered. This Number is provided by the CMS (central
monitoring station).

e DC-09-line No. - enter line number of the receiver.

e DC-09 receiver No. - enter the receiver number.
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6.4 “User reporting” window

“PROTEGUS Cloud” tab
. " TrikdisConfig 166,11 E15_1100 = 0
 QProgum  prAdion  About :
' | Resd(F Weite(F3] | Cpeniry]  Save(ry] | Dwconnect

System settings

CMS reporting

i reovecustews

Ethernet settings Enabile connection v
_IH_IIE)_UT PROTEGUS Cloud access Code  sesees
_RS485 modules

Protegus service allows users to remotely monitor and control the communicator. For more information about Protegus service,
visit www.protegus.eu.

“Protegus Cloud” settings group

e Enable connection — enable the Protegus service, the E16 will be able to exchange data with Protegus app and to be
remotely configured via TrikdisConfig.

e Protegus Cloud access Code - 6-digit code for connecting to the Protegus app (default - 123456).

6.5 “Ethernet settings” window

n TrikdisConfig 166,13 E165_1100 — (=)
| Qfrogam  pAcion  fE About |

System settings Ethemetsettmp
CMS reporting || uzeomce 7
User repom’ng_ = Static B 0000
Ethemet settiogs | RSN T
IN/OUT
Sl Default gateway 0.0.0.1
RS485 modules
: 9N DNS 1 5888
Event summary
DNS 2 5.0.4.4
Firmware

“Ethernet settings” settings group
e Use DHCP - check the box to have the communicator automatically register to the network. If the auto-register fails, you
will need to enter it manually:
o Static IP —static IP address for when manual registering mode is set.
o Subnet mask — subnet mask for when manual registering mode is set.
o Default gateway — gateway address for when manual registering mode is set.

e DNS1, DNS2 - (Domain Name System) identifies the server that specifies the IP address of the domain. Used when domain
is set in the communication channel Domain or IP field (not IP address). Google DNS server is set by default.
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6.6 “IN/OUT” windows

“Ethernet” communicator E16

B TrikdisConfig 16613 E16_1100

‘ £ Progeam 4 Action (58 About
’ E) <l ings Termmal uncton Type
| CMS reporting 1 IN NO
Usér reporting 2 IN NO
Ethemet settin R
met settin
——~~»—-—-~~~—-»~-g-s—~ Disabled
;
| RS485 modules {out
' Event summary
e Contact 1D event cote Contac) ID wsinee code
Firmware Jvend fnatile &R (% 11) Part Loow  tnetie ©R (% 4] Pt Zotwe
INT_ALARM v |evemt 130 |60 oM v |Restore |130 |60 om
INY_TAMPER v |ovent [u.: 95  |ooy V! |Restore |144 |99 001
INZ_ALARM v |ltvent 130 |99 002 v |festore 130 |95 002
IN2_TAMPER | ¥ Jevent 144 99 fooo | W [restore [1a4 [0 |2

The communicator has 3 universal (input / output) terminals. The table can set the terminal operating mode (Off, IN, OUT).
The input must specify the type of circuit to be connected NC, NO, NO / EOL, NC / EOL, NO / DEOL, NC / DEOL.

Additional sensors can be connected to the communicator inputs. When the sensor is triggered, the communicator will send
an event message. The input is assigned a Contact ID code, which will be sent to CSP and Protegus.

e  Enable — checked event fields where messages will be sent to CMS and Protegus.
e E/R-choose what type of event will be sent when input is triggered — Event or Restore.

e CID - enter the event code or leave the default value. Upon entering the event, the event code will be sent to
Protegus and CMS.

e Part. — enter the partition (area) number that will be sent when an internal event occurs and the system is restored.

e Zone - enter the zone number that will be sent when an internal event occurs and the system is restored.

6.7 “RS485 modules” window

“Modules list” tab

iO series expanders can be connected to the communicator to add additional inputs, outputs and serial buses for temperature
sensors. Connected expanders must be added to the Modules list table.

# TrikdisConfig 16613 £16.1100

| System settings RN Module 1 Modue 2
} CMS reporting = —— e
| User reporting 1 Expander ©O-8 000287
1 Ethernet settings 2 Expander 10 000007
‘ - i 3 At Supaifabie
INJOUT
4 . 4 ot Availabie
| Rs485 modutes | Expander 10
i Event summary Expander I0-WL
[ ’;,,mwa,e Expander IC-L0
Expander LO-MOO
Expander i0-8

e Module type — select the module that is connected to the communicator via RS485 from the list.

e Serial No — enter the module serial number (6 digits), which is indicated on stickers on the module’s case and packaging.

Go to R$485 modules -
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“Module” tabs

After adding the expander to the communicator as described above, in the RS485 modules window a new tab will appear with
this module’s settings. The tab will be given a number. Bellow we describe the settings for iO-8 and iO series expanders.

i0-8 expander settings window

B TnkdisConfig 1.6613 E16_1100

£ Program & Action 8 About
| Resdff4]  WmelFs)  OpentfEl  SawlF | Duconnect

System settings Modules fist TRl Module 2

CMS reporting Expander i0-8

User reporting
Senasl No 000287

Ethernet settings

IN/OU’l; - - nput count 6 - Show Object ID

B b 2 s Cantact 1D event code Cantact 10 restore coge

Event summary Evert natte  ER G0 Pat Zone  [nsble ER CID  Pan Zone  Inpet type

Firmware BUS_FAULT | & |Event 333 51 Im-,, Y |restore i{“ 151 001
INPUTY | & |evemt |30 |31 Joor | & |Restore | j9r oot [no
INPUT2 | & [event |130 |9 ii:(".‘ | & |Restor ) i 002 |NO
INPUT3 l v |Event |130 |} IGOI\ l ¥ |Restore [';3 Ea) 003 |NO
INPUTS | & Event 130 |91 ]:{u | & Restore | 130 004 |NO
INPUTS [ ¥ |Event [130 |91 005 ] vl |Restore ] 105 |NO
INPUTS Yl [event 130 |91 |oos | |Restore |130 [00s  [nO

Remember password

Expander iO-8 has 8 universal (input/output) terminal contacts. Up to four iO-8 expanders can be connected.
e Input Count —select what number of terminal contacts should be set to input (IN) mode. The rest of the terminal contacts
will become outputs (OUT).

Settings for controllable outputs are set directly in Protegus app. There you can assign an output for arming/disarming the alarm
system or for remote control of devices.

In the table inputs can be assigned Contact ID event and restore codes. After input is triggered, the communicator will send an
event with set event code to monitoring station receiver, Protegus app.

Contact ID event code:
e Enable —allow message transmission, when the input is triggered.
e E/R-choose what type of event will be sent when input is triggered — Event or Restore.
e CID —assign a Contact ID event code to the input.

e Part. — assign the partition (area) to the input. It is set automatically: if the module no. is 1, then the area is 91; if the
module no. is 4, then the area is 94.

e Zone —set the zone number for the input.

Contact ID restore code:
e Enable — allow message transmission when the input is restored.
e E/R-choose what type of event will be sent when input is restored — Restore or Event.
e CID — assign the Contact ID restore code to the input.

e Part. — assign the partition (area) to the input. It is set automatically: if the module no. is 1, then the area is 91; if the
module no. is 4, then the area is 94.

e Zone - set the zone number for the input.

e Input type —select the type of the input (NO or NC).
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iO expander settings window

B TrdisConfig 1.66.13 E16 1100
£ Program 2" Acven 5 About
e Vodes o | [22EY
CMS reporti
pNng Expander 1O
User reporting
Senial No 000007
Ethernet settings
INOUT PP e NO
a1 0
Event summary Min *C(T2) 0
Firmware
Relay control If N -~ AND - None ~ then  Pulse ON . 8 h 0 min 10 4
Contact 10 event code Contact I restore code
Lvent Enable /R oo fart. lone  Enable M ap Part.  Zone
{iwout V' levent [130 |92 |cot ' |Restore [130 |92 |00
HIGH TEMPERATURE ! Jevent |158 |92 |00t V| |Restore [158 |92 |oon
Remember password LOW_TEMPERATURE v levent [159 [92 [0 v |Restore [155 |52 |oo
BUS_FAULT Vi feveet |333 |92 [009 V! |Restore [333 |92 |00t
Default settings

Expander iO has: terminals for 1 input, 1 output (relay contacts) and 1-Wire serial bus for connecting temperature sensors.
Relay output can be controlled according to logical (AND, OR, XOR) conditions.
e Input IN1 type — set the input type (NO or NC).

e Max°C(T1)— when the temperature is higher than this setting, an event message will be generated. For an event message
to be generated, it must be enabled in the table.

e Min ‘C(T2) — when the temperature is lower than this setting, an event message will be generated. For an event
message to be generated, it must be enabled in the table.

e Relay control — set logical (AND, OR, XOR) conditions, upon which the relay output will be controlled.

In the table inputs can be assigned Contact ID event and restore codes. After an input is triggered, the communicator will send
an event with the set event code to the monitoring station receiver and to Protegus app. Set as described in the previous page
about i0-8 expander settings window.

6.8 “Event summary” window

This window allows you to turn on, off, and modify internal messages sent by your device. Disabling an internal message in this
window will prevent it from being sent regardless of other settings.

R TrkdisConfig 16613 E16_1100

£ Frogram 4 Action {29 About

Sys{el; settmg} 7 Contact 1D svent cooe Contact K) restine Looe
CMS repm' o+ verd Enable EW <o Part. Zone  Enable E/R o Part. Zane
= COMMUNICATION {event [350 [99 |99 Restore [350 |99 [s99
User reporting .| POWER | & levent 202 |99 [999 | ¥ [Restore [302 |99 999
Ethernet settings REMOTE_FINISHED v |Event [412 |99 599
IN/OUT REMOTE STARTED | ¥ fevent [411 oo |sen
START | ¥ |Event [700 |59 545
RS48S modules e -
vty [ L2 foe ez [ s
Firmware

e COMMUNICATION — message about connection error between the control panel and E16.

e POWER — message about low power supply voltage.

e REMOTE_STARTED — message about remote connection to configure E16 with TrikdisConfig.

e REMOTE_FINISHED — message about disconnection from remote configuration with TrikdisConfig.
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e START — message about E16 connecting to the network.

e TEST - periodic test message.

Note: To enable periodic TEST messages and set their period, go to CMS reporting -> Settings -> Test period.

e Enable — when selected, the sending of messages is enabled.

You can change the Contact ID code for each event, and also the zone and partition number.

6.9 Restoring factory settings

To restore the communicator's factory settings, you need to click the Restore button in the TrikdisConfig window.

Default settings

MAC/Unique ID
5410ECALDS42

Status  reading done Devke EIE 1100 SN:0O0024  BL 100 FW.103 HWw. o Stats WO Administrator

7 Remote configuration

Important: Remote configuration will work only if:

“u

1. Protegus cloud is enabled. How to enable cloud is described in section 6.4 ““User reporting” window”;
2. Power supply is connected (“POWER” LED illuminates green);

3. Registered to the network (“NETWORK” LED illuminates green).

1. Start the configuration program TrikdisConfig.

2. Inthe Remote access section enter the communicator’s MAC number. This number can be found on the device and the
packaging sticker.

| Romoteaccess |
Umque ID System Name

e | | @ o] Gt

3. (Optional) in the System name field, enter the desired name for the E16 with this Unique ID.
4. Press Configure.

5. Inthe newly opened window click Read [F4]. If required, enter the administrator or installer code. To save the password,
select “Remember password”.

6. Setthe necessary settings and when finished, click Write [F5].

8 Test communicator performance

When the configuration and installation is complete, perform a system check:
1. Generate an event:
- by arming/disarming the system with the control panel’s keypad;
- by triggering a zone alarm when the security system is armed.
Make sure that the event arrives to the CMS (central monitoring station) and/or is received in the Protegus application.
To test communicator input, trigger it and make sure to receive the correct event.

To test the communicator outputs, activate them remotely and check their operation.

uh wN

If the security control panel will be controlled remotely, arm/disarm the security system remotely by using the Protegus
app.
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9 Firmware update

Note: When the communicator is connected to TrikdisConfig, the program will automatically offer to update the
device’s firmware if updates are present. Updates require an internet connection. Antivirus software, firewall
or strict access to internet settings can block the automatic firmware updates. In this case, you will need to
reconfigure your antivirus program.

The communicator’s firmware can also be updated or changed manually. After an update, all previously set settings will remain
unchanged. When writing firmware manually, it can be changed to a newer or older version. To update:

1. Run TrikdisConfig.
2. Connect the communicator via USB cable to the computer or connect to the communicator remotely.
e If a newer firmware version exists, the software will offer to download the newer firmware version file.

3. Select the menu branch Firmware.

7l TradisConfig 1.66.13 E16_ 1100 C

LrProgam  placion [ About |
 BmadiFal Wneifs]  Openfral  Savelrdl | Disconnect

System settings 3

CMS reporting

User reporting

Ethernet settings Open

wour | —

Rs485 modues

'Event ;Jmmary

Upcate [F12]

Remember password

4. Press Open firmware and select the required firmware file. If you do not have the file, the newest firmware file can be
downloaded by registered users from www.trikdis.com , under the download section of the E16 communicator.

Press Update [F12].
6. Wait for the update to complete.
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