7 TRIKDIS

=
M TRIKDIS

% NETWORK G y 7F

"DATA

" POWER

% TROUBLE ‘

GSM communicator for fire alarm

control panels G17F
Installation manual

February, 2019

www.trikdis.com ® UAB Trikdis ® Draugystés str. 17, LT-51229 Kaunas, Lithuania ® +370 37 408040 ® info@trikdis.It



’i TRIKDIS GSM communicator for fire control panels G17F

Contents
CONTENTS ...ttt treeeetteeestaseernnsesensssrensessnssssenssssensessessesenssssensssesnsssenssssnssssenssssensassnsssssnsnsnnnne 2
SAFETY PRECAUTIONS. ... iieiiiiitiieiiteeeereesereneeseensesrassesensssensserensssseassssnssssenssssesssessnssesensssennsessnssssnnne 3
1 DESCRIPTION.....ciituiiituiiitnniiienieiiasierssesitssorssssessssssssssssesssssesssessssssesssssssssssssssssnsssssnssssssssssnssssannsss 4
L1 SPECIFICATIONS tttututee et ettettutueeeeeeeeeetuesuuassesesaneesaaaasseeeeesseessasansaseeesessssssnsnssssesnssessnnnnsessesnssessnsnnseesaens 5
1.2 ELEMENTS OF THE G17F COMMUNICATOR tvvvevvtreerererereeenseesessessssesessesssmeessseseseeeessmesssseemmmeemmmmmmmmmmmmmm 6
1.3 PURPOSE OF TERMINALS .vvvvtvuvtuereusseresssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnes 6
1.4 LED INDICATION OF OPERATION ...iietietuuutunneeseeeeesususunnaeseesessenssunsnssessesssnsssnnssessssssssssmmsssessessessssssnsnnsseseans 6
1.5  COMPONENTS NECESSARY FOR INSTALLATION ..eeeeeeiuuurrrreeeeesasasnesenneeeaseessannssnseeeesssssssnnnssneeesssnssssssssseesees 7
2 QUICK CONFIGURATION USING TRIKDISCONFIG SOFTWARE .......ccccotmuiiimirenireeniereenseenscseesnenenns 7
2.1 SETTINGS FOR CONNECTING TO PROTEGUS APP....uiiiiieiietiiieeseseeetestiutiesssseeesssttsnnssesssessssssnnnsssssssnsnssnnnnnns 8
2.2 SETTINGS FOR CONNECTING TO CENTRAL MIONITORING STATION 1.ieviviiiiiiieiiiiieiiieiieeneeeeeeeeeeeenenneeeneesaneeeaaeeas 10
3 WIRING SCHEMATICS, INSTALLATION AND TURNING ON THE SYSTEM .......ccccireniremecrrennceenennnens 12
3.1 FASTENING .uuuett et etittttiieee e e e ettt ettt s eeeeeeeeteuasu e e eeaesaesesuaansaeeeeanesssasanssseesasssssssnnenseeeessnsssnnneneseeesensesen 12
3.2 SCHEMATIC FOR CONNECTING THE COMMUNICATOR TO A FIRE CONTROL PANEL ...vvvvvvrreeeeeeeeinnrereeeeeeesssennnnnnns 13
3.3  SCHEMATIC FOR CONNECTING THE COMMUNICATOR TO AN INIM SMARTLINE FIRE CONTROL PANEL ....ceeeeeeeenene. 13
3.4  TRIKDISCONFIG SETTINGS WHEN AN INIM SMARTLINE FIRE CONTROL PANEL IS CONNECTED .....uuuvrvrreeeeeeesianenns 14
3.5  SCHEMATICS FOR CONNECTING INPUTS 1eieeieriieeeiiiiriieieeeinseeineeeisseesnesesssesssessensesssssssnsesssssssnsssssnsessnssssnsees 16
3.6 SCHEMATIC FOR CONNECTING 10 SERIES EXPANDER MODULES ....ceieeiiitiririiieseeeeereensaieneeseeseesssssnnnsssssssesnnnens 16
3.7  SCHEMATIC FOR CONNECTING AN 10-8 EXPANDER MODULE .eeveetieieiieeiiieeieiieeeeeeeeeneeneeseseneeeeneeseneeeesnensanseens 17
3.8  TURNING ON THE COMMUNICATOR ..uuuuteeeeettrutuunieseeeeeeseusesnnnsesesssnsessnnssnseeessssessunnessssssssessmmnesessssesnnnees 17
4  REMOTE CONTROL ....uiiuiiiieiiiieiieeneerneseseneserensesrnssassnssssensssessassnssssenssssenssssnssesenssssensssesssassnssssens 17
4.1  ADDING THE COMMUNICATOR TO PROTEGUS APP ....ceeeieeseeceieteeeeesessseasssseneeesassesssnsssnneseesssssansnnssnseesesannns 17
4.2  CONFIGURATION AND CONTROL VIA SIMIS MESSAGES ..cvvtvuuuieieeieetetururiieiseeeeeeeurisneasesesssssnssnsnssessssnsessnnnnnns 18
4.3 CONTROL PGM OUTPUTS USING PHONE CALLS .eiettieiiieieriieirieieneteeneeteneeeeseeteneeatesesesseseeseseesseseessesnsssenesasns 20
5 DESCRIPTION OF TRIKDISCONFIG WINDOWIS ......cccceiiieneiiienniiinisieniiissiissnssiessssisesssssssssessssssnsssss 21
5.1  DESCRIPTION OF TRIKDISCONFIG STATUS BAR ..vuuuuuueeeererrueuuunnasseseeeassssusnnsessessessmmssnssessessessssmsnnnasesessssnnsens 21
5.2 “SYSTEM OPTIONS” WINDOW ....veeeesurueeeesuereesessseeeeassseseesassssessasssssseassssssssasssssssssssssesessssssessnssnssssnnnns 22
5.3 “REPORTING TO CIMIS” WINDOW ...eeeeeieiieiiirriiereeeeeeieiisteeeeeeeseeaaassssseeesessessessssesssseesssasassssssssaseensnnnnes 24
5.4 “USERS & REPORTING” WINDOW ...eeeeeeeiiesiurrurereeeeeeeiaausssseeeeessesaasssssesssessessesssssessssessssasanssssssesassessnnsnes 26
5.5 “IVIODULES” WINDOW.....cetteieuureeeeaurreeaesssseessassssseeassssssessasssseesasssssssanassssssssssssessesssssessssssssssanssneessannes 28
B5.6  “ZONES” WINDOW ...uvereieeieeeeiiitietteeeeeseeiaisssteeeeeseessassnsessseeesssasaassssssssasassseassssssssssasssesasssssssseesessnnnnses 28
5.7 “PGIM” WINDOW ...uvttieeeeieeeeiititteeeeeeseesituseeeeeeeessaaanssssssesasssasaasassssssasseesessssesssseasssasassssssesasssnnnnnsnes 29
5.8  “SYSTEM EVENTS” WINDOW ....vvviieieireeeesiusteeeeeiseseessasssseeeaasssessasssssessanssssssasassssssssssssssssssssssssssssssssnnnnns 30
5.9  “EVENTS LOG” WINDOW.....ceieuuttiieiieeeeeeeiitetteeeeeeeeseetaatteeeaeeeeseesnssssesaeeassensnssessaseeassasanssssneaasaseannsnssnns 31
5.10 RESTORE DEFAULT SETTINGS eieeeeeieeeeierieireeiieseeeseseessesssessensesssssssnsesssnssessssssssssssssssnsesssssssnsssssssssnssssnssses 31
6 SETTING PARAMETERS REMOTELY .....ccuiiitueiiieniiiinniiieniiieniiieieississsseiisnisississssssesssssssssssssssssns 32
7 TESTING THE G17F GSIM COMMUNICATOR .....ccuiiiiieiiiteccemenereneerennesrnssesenssssenseseesssssnssesensesssnnsnen 32
8  UPDATING FIRMWIARE .....ccutiiituiiiinieinniieniciieiiismmisssssisssisisssisssssstessssssssssssssesssssssssssssssssssnssssans 32

www.trikdis.com 2 February, 2019




’i TRIKDIS GSM communicator for fire control panels G17F

Safety precautions

The communicator should be installed and maintained only by qualified personnel.

Please read this manual carefully prior to installation in order to avoid mistakes that can lead to malfunction

or even damage to the equipment.

Always disconnect the power supply before making any electrical connections.

Any modifications, modernization or repairs not authorized by the manufacturer shall render the warranty

void.

ﬁ Please adhere to your local waste sorting regulations and do not dispose of this equipment or its
components with household waste.

www.trikdis.com 3 February, 2019
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1 Description

The G17F is used for transmitting fire alarm control panel messages via cellular network.

Principle of operation. When an input (zone) of the communicator is violated, the G17F will transmit an
event message to the Central Monitoring Station’s receiver or to the Protegus app using mobile internet.
It can also send SMS messages and make phone calls. The communicator is available with 2G, 3G or 4G

modems.

Features

Messages to the security company

e Sends event information to TRIKDIS software
and hardware receivers, which work with any
monitoring software.

e (Can send events to SIA DC-09 receivers.

e |f connection via the main channel is lost, the
messages are automatically sent to a backup
receiver.

e Can report events to the Central Monitoring
Station using SMS messages. Extremely useful
because it works even when IP connectivity is
disrupted in the mobile operator’s network.

e Cellular network jamming recognition.

e Can simultaneously report events to the
Central Monitoring Station and work with the
Protegus app. It is possible to set priority for
sending events to the Central Monitoring
Station.

e Event messages are sent in Contact ID codes.

Messages to users

e Calls selected phone numbers (up to 8 users).

e Sends SMS messages about events.

e “Push” and special sound event notifications
using the Protegus application.

Remote control of outputs

e Via Protegus app.

e By calling the device’s phone number.

e Via SMS messages.
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Settings and installation

Quick and easy installation.

Device configuration either using an USB cable
or remotely using TrikdisConfig software.
Remote updating of firmware.

Two access levels (types of accounts) for

setting parameters: for the installer and for the
administrator.

Inputs and outputs

3 inputs, selectable type: NO, NC, EOL (10kQ).

3 double purpose I/0 terminals that can be set
as input (IN) or output (OUT) terminals.
Selectable input types: NO, NC, EOL (10 kQ).

RS485 bus for connecting iO series expander
modules.

Using iO series expanders, the number of
inputs (IN) or outputs (OUT) can be increased
to 12.
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1.1 Specifications

Parameter

Description

GSM/GPRS modem frequencies

850 /900 / 1800 / 1900 MHz

3G modem frequencies

800 / 850 /900 / 1900 / 2100 MHz

LTE modem frequencies

700 /800 /900 / 1800/ 2100 / 2600 MHz

Power supply voltage

9-32VDC

Current consumption

50 mA (stand-by).
Up to 200 mA (transmitting).

Transmission protocol

TRK, SIA DC-09_2007, SIA DC-09_2012

Encryption key

6 symbol encryption key.

Connection to CMS

TCP/IP or UDP/IP, SMS

Event codes

Contact ID codes.

Memory

Up to 60 messages.

Inputs and outputs

3 inputs, can be set as NO, NC, EOL=10 kQ type.

3 double purpose terminals (IN/OUT), can be set as NO, NC,
EOL=10 kQ type inputs or open collector (OC) type outputs with
current up to 100 mA.

Event memory

Up to 1000 events.

Configuration

Remotely using TrikdisConfig software or locally using USB Mini-
B. Remotely using SMS messages.

Operating environment

Temperature from -10 °C to +50 °C, relative air humidity — up to
80% at +20 °C.

Dimensions

65 x77 x25 mm

Weight

80g

www.trikdis.com
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1.2 Elements of the G17F communicator

1 2 |
2 1. SMA connector for GSM
'#T%%ﬁ antenna.
M NETWORK
o DATA 6 2. Indicator lights.
MR 3. Slot for removing top cover.
B TROUBLE l . .
3 4. Terminals for connecting
= wires.
' 5. USB Mini-B connector for
882282239284 2 programming the
e y communicator.
6. SIM card holder.
4
1.3 Purpose of terminals
Terminal Description
+DC Power supply terminal (9 - 32 V DC positive terminal)
-DC Power supply terminal (9 - 32 V DC negative terminal)
1IN 1%t input terminal, selectable type: NO, NC, EOL=10 kQ (default setting)
2IN 2" input terminal, selectable type: NO, NC, EOL=10 kQ (default setting)
CoMm Common (negative) terminal
31/0 3 double purpose terminal (IN/OUT), can be set as input of selectable type NO, NC,
EOL=10 kQ (default setting) or open collector (OC) type output with current up to 100 mA
41/0 4™ double purpose terminal (IN/OUT), can be set as input of selectable type NO, NC,
EOL=10 kQ (default setting) or open collector (OC) type output with current up to 100 mA
com Common (negative) terminal
51/0 5t double purpose terminal (IN/OUT), can be set as input of selectable type NO, NC,
EOL=10 kQ (default setting) or open collector (OC) type output with current up to 100 mA
6 IN 6t input terminal, selectable type: NO, NC, EOL=10 kQ (default setting)

A RS485
B RS485

RS485 terminals for connecting an iO input and output expander or other equipment

1.4 LED indication of operation

Indicator Light status Description

Network Off Not connected to GSM network

www.trikdis.com 6 February, 2019
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Indicator Light status Description
Green solid and yellow | The communicator is connected to GSM network.
blinking Sufficient GSM signal strength level for GPRS is 5 (five
yellow flashes) and 3 for 3G (three yellow flashes).
Data Green solid Message is being sent
Yellow solid There are unsent events in the data buffer
Power Green blinking The power supply voltage is sufficient
Yellow blinking The power supply voltage is insufficient
Green and yellow Configuration mode is on
blinking
Trouble Off No operational problems
1 blink No SIM card inserted
2 blinks The PIN code of the SIM card is incorrect
3 blinks Unable to connect to GSM network
4 blinks Unable to connect to the IP receiver using the primary
channel
5 blinks Unable to connect to the IP receiver using the backup
channel
6 blinks Internal clock of the G17F is not set
8 blinks Insufficient power supply voltage
9 blinks Problems with the connection to the RS485 module

1.5 Components necessary for installation

Before beginning installation, make sure that you have:

1) A USB Mini-B type cable for configuration.

2) At least 4-wire cable for connecting the communicator to the fire control panel.

3) Aflat-head 2,5 mm screwdriver.

4) An external GSM antenna if network coverage in the area is poor.

5) An activated nano-SIM card (PIN code requests can be turned off).

6) The manual of the fire control panel that the communicator will be connected to.
Order the necessary components separately from your local distributor.

2 Quick configuration using TrikdisConfig software

1) Download the configuration software TrikdisConfig from www.trikdis.com (type “TrikdisConfig” in
the search field) and install it.

2) Remove the lid of the G17F using a flat-head screwdriver as shown below:

www.trikdis.com 7 February, 2019
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USB Mini-B

3) Connect the G17F to the computer using a USB Mini-B cable.

4) Launch TrikdisConfig. The program will automatically recognize the connected device and will
automatically open the G17F configuration window.

5) Click the Read [F4] button to see the current parameters of the G17F. If a window requesting the
administrator or installer code opens, enter the 6-digit code.

Below we describe the settings you need to edit to make the controller send events to the Protegus app
or to the Central Monitoring Station.

2.1 Settings for connecting to Protegus app

In the “Users & Reporting” window, “PROTEGUS Cloud” settings group:

# TrikdisConfig 1669 G17F_2310 — ] s
£ Program # Action 28 About
| System Options | 2= S answer texts  SMS for Control panel
‘ Reporting to CMS \
T
[Users & Reporting || -
| Modules | D Name Tel number PG ACK FWD)
[ = [ 11 [Peter +37060123456 VI |M| ¥
- = |2 |User2 - | (] ]
‘ PGM [ |3 |User3 Hj ]
| System events \ 14 |users Ojaia
‘ Events Log ‘ 5 |Users Ojajd
‘ = [ ;6 User 6 ] ]
Irmware ]? UserT Ij I:I C
8 |Users ] (][]

Remember password [ PROTEGUS Cloud '

Show passwords [v] 1

Enable connection
Default settings
9 - Parallel reporting

PROTEGUS Cloud access Code 123456 I 2
IMEI/Unique ID:

B65789026744039 ——

Ir_

Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

1) Tick the box Enable connection.

2) Change the PROTEGUS Cloud access Code if you want users to be asked to enter it when they add
the system in the Protegus app (default password — 123456).

www.trikdis.com 8 February, 2019
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In the “System options” window, “SIM” settings group:

L] TrikdisConfig 1.66.9 G17F_2310 — O X
Reporting to CMS
e Genen
Object ID 0001
Modules ’ SIM card PIN 1234 3
Chbject GI17F [~
Zones i APN internet 4
PGM Test period 1 dayls) O h i PR
in
System events Time synchronization GSM modem - Passiniid
Events Log Clear Events after reset
Firmware
| SMS language English ;
Suspend event reporting when 2 same events per 10 =
R ber . O | Restore event reporting after 1 min
Show passwords ] Low power voltage 24 volts .
IMEI/Unique ID:
B865789026744039 ‘
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

3) Enter the SIM card PIN code.

4) Change the APN. You will find the APN on the SIM operator’s website. “Internet” is universal and
works in the networks of most operators.

In the “Zones” window:

# TrikdisConfig 1.66.9 G17F 2310 = o X
 Read[F4]  Write[F5]  Open[F8]  Save(FS]  Disconnect
=L Zone ctiog: LTI 5
Reporting to CMS ==
Zone No Input Definition Type [C)ARC | Prot. |Delay CID Code
SO e 1 GI17F 1IN 24_hours EOL [ |400 133
e P GITF2IN 24 hours __|EOL M 400 133
PGM 4 Disable 24 hours [EOL T 400 133
5 Disable 24_hours EOL 400 133
SYkter S 6 GITF6IN 24 hours  |EOL 400 133
Events Log

5) Tick the boxes if you want users to receive notifications to Protegus about changes in zone states.

In the “PGM” window:
o TrikdisConfig 1.66.9 G17F 2310 - o S
 Read[F4]  Write[F5]  Open(F8]  SavelF9] | Disconnect

System Options SMS & Call %

Reporting to CMS

Users & Reporting PGM No PGM output Output definition  Puise Time, s
1 G17F 3 1/O Remote Control |20

Modules 2 GI7F 4 1/0 Remote Contral |20

Zones 3 G17F51/0 Remote Control |20
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6) Tick the boxes if you want users to receive notifications to Protegus about changes in PGM output
states.

In the “System events” window:

# TrikdisConfig 1.669 G17F_2310 - o b4
[ System Options | m m z

| ReportingtocMs |

[ Users & Reporting I [Ip Eventname [lensble [ARC [ Prot. |CIDCode  SMS event text SMS restore text

= |1 |Low power ] [ [ 302 Low power Power restore

| Modules | %2 Periodic test v vl v 602 Periodic test

[ Zones ] [3 [Rs485 fault v %) v f333 RS485 device fault RS485 device restore

| PGM ] |4 |GsM jamming vl ] o2 ET GSM jamming NO GSM jamming
E— |5 |Start IP event v [v] ¥ 700

[systemevents | IR

7) Tick the boxes if you want users to receive notifications to Protegus about changes in the
communicator’s internal event states.

After finishing configuration, click the Write [F5] button and disconnect the USB cable.

Note: See chapter 5 “Description of TrikdisConfig windows” to find more about other G17F
settings in TrikdisConfig.

2.2 Settings for connecting to Central Monitoring Station

In the “System Options” window:

W TrikdisConfig 1669 G17F_2310 - 0 x
| Sntemoptions | =
[ Reporting to CMS }
| Users & Reporting ||
cored C— e

o ] [ N | — 2
\ Zones } Otect reame e APN internet ‘75
[ rov [ | | et @ [ D
J System events ‘ Time synchronization GSM modem Password
J_ Events Log ‘ Clear Events after reset

Firmware
‘ ‘ SMS language English

Suspend event reporting when 2 same events per 0 s

e e ] Restore event reporting after 1 min
Show passwords ] Low power voltage 24 volts
Default settings -
IMEI/Unique ID:
B65789026744039
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

1) Enter the Object ID.
2) Enter the SIM card PIN number.

3) Change the APN. You will find the APN on the SIM operator’s website. “Internet” is universal and
works in the networks of most operators.

www.trikdis.com 10 February, 2019
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In the “Reporting to CMS” window:

M TrikdisConfig 1.66.9 G17F_2310 - O X
£ Program #° Action 2 About
[ System Options [ rimaiychannet T fsettines ——
[reporing tocivis | RIE e e W0 Y [ IS SIT O :
| Users & Reporting | | Domainorp 0.0.0.0 __ 5| | IPPingperiod & %0 s
SMS Ping period 10 i
| Modules J Port 0 6 9IF 4 i
= Backup reporting after
[ Zones ‘ Protocol TRK . 7 BEVCTRpES
i — DNS1 8.8.8.8
‘ PGM ‘ Phone number
DNS2 8.8.4.4
‘ System events ‘ Encryption Key I sesnee | 8
J Events Log ‘ g Object ID in SIA DC-09 0001
‘ e ‘ SIA DC-09 receiver No. 1
SN | < oco0ine o '
Communication type Disabled - : g —
Domain or 1P 0000 Bsckupchamelz
Remember password L] Port 0 Phone number :l 1 0 ‘
S a O Protocol TRK v
Default setti
o - Phone number
EncryptionKey | ******
IMEI/Unique ID:
B65789026744029
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

4) Communication type — choose a communication type (we do not recommend using SMS for the
primary channel).

5) Domain or IP — enter the receiver’s domain or IP address.
6) Port —enter the receiver’s network port number.

7) Protocol — choose which transmission protocol should be used for sending messages: TRK (to
TRIKDIS receivers), DC-09_2007 or DC-09_2012 (to universal receivers).

8) Encryption Key — enter the receiver’s encryption key.

Note: If you want to set connection to the Central Monitoring Station via SMS messages, you only
need to set the encryption key and phone number. SMS messages can be received by
TRIKDIS central monitoring station IP/SMS receiver RL14, multi-channel receiver RM14 and

SMS receiver GM14.

If you chose DC-09 as the transmission protocol, additionally enter the object, line and
receiver numbers in the Settings setting group of the “Reporting to CMS” window.

9) (Recommended) Configure the Backup channel settings.
10) (Recommended) Enter the Backup channel 2 phone number.
After finishing configuration, click the Write [F5] button and disconnect the USB cable.

Note: See chapter 5 “Description of TrikdisConfig windows” to find more about other G17F
settings in TrikdisConfig.
www.trikdis.com 11 February, 2019
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3 Wiring schematics, installation and turning on the system

3.1 Fastening

1. Before installing the system, make sure that GSM signal strength is sufficient in the place where the
G17F will be mounted.

2. Remove the top cover, pull out the contact terminal blocks.

3. Remove the board.

-0 olffo

Fasten the base of the casing in the desired place using screws.
Reinsert the board and the contact terminal blocks.
Screw on the GSM antenna.

N o v bk

Insert a nano-SIM card. The SIM card must be registered to a GSM network and services must be
enabled and functional, i.e. the card must be able to call, send and receive SMS messages, have
enabled mobile data. Ask your SIM card’s mobile network operator how to enable desired services.

Note: Ensure that the SIM card is activated.
Ensure that mobile data is enabled if you are going to use connection via IP channel.

If you want to avoid entering the PIN code in TrikdisConfig, insert the SIM card into a phone
and disable the PIN code request function.

O nano-SIM

O
o HFEqU

8. To configure the G17F remotely, insert a SIM card with disabled PIN code requests. Turn on the
communicator’s power supply. If the G17F was not configured using TrikdisConfig and Protegus
service was not enabled, send the SMS message:

CONNECT 123456 PROTEGUS=ON,APN=INTERNET
9. Changing parameters remotely is detailed in chapter 6 “Setting parameters remotely”.
10. Reattach the top cover.

www.trikdis.com 12 February, 2019
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3.2 Schematic for connecting the communicator to a fire control panel

-
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3.3 Schematic for connecting the communicator to an INIM Smartline fire control panel

™

~

G17F INIM
+DC> [Q 123V 1S]13+24
-DC> [Q) S| 14 -Rs48s
A RS485 > Q_\R/_Q 15 +RS485
BRS485 > [Q] S| 16 GND
31/0> [S] S 19 +Dialer

Slave mode must be set for the INIM Smartline panel when it is connected to the G17F communicator via

RS485 bus.

m SmartLeague

El=1"F- B

File Programming Settings

Database

Check control panel 7

2 | & ™= Smartline Control Panel

' Power Supply

v S

Holidays

() Timer
f Z Equations
= L? Zones

/(g StartPage ) @ SmartLine 2.00 - hggh |

O X

4

System Layout Programming
=

Master/Slave Settings

(O Configure as Master

(®) Configure as Slave

Assign address
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Note: You cannot connect the G17F using the RS485 bus if repeaters are connected to the
INIM Smartline panel.
iO expansion modules are not supported when the G17F is connected to the INIM Smartline
panel via R$485 bus.

3.4 TrikdisConfig settings when an INIM Smartline fire control panel is connected

In the “Modules” window:

L] TrikdisConfig 1.66.9 G17F_2310 = ) X
[ System Options o RsBSmeddles
| Reporting to CMS ] |ip Module Serial No. Name Firmware version
1 i i D1
Users & Reporting I | Inim Smartline i Expander ID
—_— |2 Not available Expander ID2
[Modues | P s Expander ID3

1) Choose the Inim Smartline module.

In the “PGM” window:

" TrikdisConfig 1.66.9 G17F_2310 o O X
| System Options ] m SMS & Call reporting
| Reporting to CMS ]
| Users & Reporting ] PGM No PGM output Output definition  Pulse Time, s ARC Prot.
1 Remnote Control |20 v \_\2
I Modules ] 2 Disable Remote Control |20 [v]
Zones 3 Disable Remote Control |20 [v]

2) Specify the G17F communicator’'s PGM output that is connected to the fire control panel’s 19t
(+Dialer) terminal. Set Output definition — Inim communicator. (The PGM output is turned on when
the G17F communicator has problems connecting to the CMS or is unable to send messages. The
indicator Disable/Fault Dialler lights up on the fire control panel and a sound signal is turned on.)
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In the “Users & Reporting” window:

# TrikdisConfig 1.66.9 G17F_2310 - o X
Sysvem Qptioos [ SMS answertexts | SMS for Control panel
Reporting to CMS I _ — —
T —
Users & Reporting = sl
Modules D Name Tel number PGMACK.
1 |[Master +37060123456 \é
Zones ; :
2 |User2 +37061234567 Vi [ ]
PGM 3 |User3 ] [ ]
System events 4 |Userd | (]
Events Log 5 |User5 Ojajic
. 6 |User6 Ojat
Firmware ] 7 |user? (o
B8 |User8 [ (] -}
|

fenerber pomort )

Show passwords )
. Enable connection
: - Parallel reporting O
PROTEGUS Cloud access Code 123456
IMEl/Unique ID:
B6578902674403%
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

3) Enter phone numbers of users who should get messages from the G17F communicator.

In the “SMS for Control panel” tab

# TrikdisConfig 1.669 G17F_2310 - o X
| Read[F4]  Write[F5]  OpenlF8]  SavelF9]  Disconnect
System Optos AT v o ooty
Reporting to CMS
Users & Reporting st theed
Sttt S e op sMstext SMS  Call SMS Call
Modules 1 |eno  |Fire atarm _ o d
Zones 2 |E118  |Fire pre-alarm state (] O
PGM 3 |E380 |Detector fault O O
= | [ ]52_|ueton [ | O O
e 5 |E301 |ACloss m]
Events Log IRiC €302 |Low battery _ Ol |[O]=
Exrware | 7 |E311  [Missing battery |& 0] |0
8  [E305 |Panel reset | O
9 |[e372 |Zoneshort O O
[[10 |E371  |Zone open &0 O
11 |ES74  |Zone disabled O af
Remember password  [] 12 |RS74 |Zone enabled O O
Show passwords 13 604 |Test OENC) 4
Default settings  [FESONE | | |14 |[e000 | ololaial |
15 |E000 Oo|gojgo|a
is feom olOiO|o
IME}/Unique ID: 17_ |E000 ojofoio
B65789026744039 18 |E000 i w] )=
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

4) Users will get SMS messages and phone calls about events that are ticked. You can add additional
CID event codes in the CID column. You must enter SMS text messages next to new codes. If you
want the user to receive messages (or calls) about events, tick the SMS (or Call) box.
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3.5 Schematics for connecting inputs

The communicator has six (1IN — 6IN) input terminals (three terminals are dual purpose IN/OUT) for
connecting NO, NC, EOL type circuits. Default input setting — monitor an EOL type circuit. You can set a
different input type in the TrikdisConfig window Zones.

Schematics of NO, NC, EOL type circuits:

Normally closed with 10k
End of line resistor (EOL10k).
Short - Alarm; Open - Alarm;
10k - Restore.

Normally open with 10k
End of line resistor
(EOL10k). Short - Alarm;
Open - Alarm; 10k -
Restore.

Normally closed (NC).
Short - Restore; Open -
Alarm.

coM

Normally open (NO).
Short - Alarm; Open -
Restore.

com COM

INx INx COM

NC 10 k

L

NO
L~

10 k

3.6 Schematic for connecting iO series expander modules

If the communicator needs more inputs IN or outputs OUT, connect a wired or wireless TRIKDIS iO series
input and output expander.

,(% . 1* g
1° Wireless . .
8 connection i0-WL io
= | ——| s -
~ $2 ¢ = @ 2 v
= 1| uptosoom ||BwEE2Z Yy >s =
2 @l P NeEERTg=zE8 BREETZ3.y,,9
88?:’:'2 Y ¥ ¥ YNV Y Y YV VMV VVVVVVVVY
+ 7 < m
v v v V] NNl NN 0% 200000 QOO
Red wire * up to 8 system expansion modules
G17F Blue wire \l FF—_1 Redwire
— ) -
DCHIQ RS485 connectionupto300m’ 1 I——_ Bluewire
DC-[® & e o
ARS485(Q 12-28V 12-28V
B RS485|Q T
=] T
1
al ==
- = =
HHHEE
SIEEE
. M HHE - ~ Wireless \
%+ & <+DC 4%\ connection i0-WL 2*
N & <dC j0-MOD| s
< ARS485 o 9 10
< BRS485 up to 300 m S3_L<
\ a ReEZ35_u O
° up to 4 i0O-MOD modules v e b kol ot b b
QDD DDDAL)
Red wire
Blue wire
A
12-28V

16 February, 2019
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3.7 Schematic for connecting an i0-8 expander module

G17F

iO-8

+DC> O Q| +DC
-DC> O S| -DC
ARS485 > O Ol A
B RS485 > [© Ol B

3.8 Turning on the communicator
To turn on the communicator, you must first provide a power source for the fire control panel. If the
communicator is working properly, the following G17F indicator lights should turn on:
e The “POWER” diode must be green solid (sufficient power supply voltage);

e The “NETWORK” diode must be green solid and blink yellow when the communicator is connected
to a network.

Note: Sufficient GSM signal level - 5 (five yellow flashes of the “NETWORK?” indicator). Sufficient
3G signal level - 3 (three yellow flashes of the “NETWORK” indicator).

If you count less than 3 yellow flashes of the “NETWORK” diode, the GSM signal level is
insufficient. We recommend choosing a different place for installing the communicator or
using a more sensitive GSM antenna.

If the indication is different, search for the explanation in chapter 1.4 “LED indication of
operation”.

If the G17Fs indicator lights are completely inactive, check the power supply and
connections.

4 Remote control

4.1 Adding the communicator to Protegus app

Using Protegus, users can see the system’s state and receive notifications about system events.
1) Download and launch the Protegus app or use the browser version www.protegus.eu/login:

g. protegus

X web

)

GETIT ON g Get it on
» Google Play @& iTunes

2) Create a new account or log in with your user name and password.

IMPORTANT: When adding the system to Protegus the G17F communicator must:
Have an inserted and activated SIM card with the PIN code entered or disabled;

N

Have Protegus service enabled. See 5.4 “Users & Reporting” window;

w

Have the power switched on (“POWER” LED must be green solid);

Be connected to a network (the “NETWORK” LED must be green solid and blink
yellow).

B
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3) Click Add new system and enter the G17F's “Unique ID” number. It can be found on the device and
packaging sticker. After entering the unique ID, click the Next button.

Add new system @

Unique ID

Enter the IMEI code. You can find it here:
- on the package;
é - on the back of the controller housing;

- TrikdisConfig as a Unique ID.

4.2 Configuration and control via SMS messages

1. Change the administrator password

To ensure safety, change the default administrator SMS password. Send an SMS message of the following
format:

PSW 123456 xXXXXXX
123456 Default administrator password
XXXXXX New 6-symbol administrator password

2. Allow other users to control

Only phone numbers on the user list can control the system using SMS messages or phone calls. From an
administrator phone, send SMS messages with other people’s phone numbers and names to allow them
to control the system:

SETN xxxxxx PHONEx=+PHONENR#NAME

XXXXXX 6-symbol administrator password
X User’s number on the list. (If you write 1 as the user number, you will
transfer your administrator’s rights to the other user.)
PHONENR User’s phone number
NAME User’s name
SMS command list
Command Data Description
INFO Request information about the communicator. Communicator

type, IMEI number, serial number and firmware version will
be included in the answer. E.g.: INFO 123456

RESET Reset the device. E.g.: RESET 123456

OUTPUTx | ON Turn on an output, “x” is the output number.
E.g.: OUTPUT1 123456 ON

OFF Turn off an output, “x” is the output number.
E.g.: OUTPUT1 123456 OFF
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Command

Data

Description

PULSE=ttt

Turn on an output for a few seconds - “x” is the OUT output
number, and “ttt” is a three-digit number that specifies pulse
time in seconds. E.g.: OUTPUT1 123456 PULSE=002

pPsSw

New password

Change password. E.g.: PSW 123456 654123

TIME

YYYY/MM/DD,12:00:00

Set date and time. E.g.: TIME 123456 2019/01/09,12:23:00

TXTA

Object name

Specify an object name. E.g.: TXTA 123456 House

TXTE

Z1=<Text>

Z12=<Text>

Customize zone alarm SMS message text: Z1...212 — input
zone number.

E.g.: TXTE 123456 Z1=ALARM in Zonel

TXTR

Z1=<Text>

Z12=<Text>

Customize zone restore SMS message text: 71...212 — input
zone number.

E.g.: TXTR 123456 Z1=Restore Zonel

RDR

PhoneNR#SMStext

Forward SMS messages to the specified number. The phone
number must start with a "+" sign and the international
country code.

E.g.: RDR 123456 +37061234567#forwarded text

ASKI

Request SMS message about statuses of inputs IN.
E.g.: ASKI 123456

ASKO

Request SMS message about statuses of outputs OUT.
E.g.. ASKO 123456

SETN

PhoneX=PhoneNR#Name

o o L n

Add a phone number, username and assign it to user “x”. “x
is the phone number’s line on the list. The phone number
must start with a "+" symbol and international country code.
The phone number and username must be separated by a #
symbol.

E.g.: SETN 123456 PHONE5=+37061234567#JOHN

PhoneX=DEL

Delete user’s phone number and name from the system.
E.g.:. SETN 123456 PHONE5=DEL

uusD

*Uusd code#

Send a UUSD code to the operator. E.g.: UUSD 123456 *245#

CONNECT

Protegus=ON

Connect to Protegus cloud service.
E.g.: CONNECT 123456 PROTEGUS=ON

Protegus=0OFF

Disconnect from Protegus cloud service.
E.g.: CONNECT 123456 PROTEGUS=OFF

Code=123456

Protegus cloud service code.
E.g.: CONNECT 123456 CODE=123456

IP=0.0.0.0:8000

Specify the main server’s connection channel’s TCP IP and
Port. E.g.: CONNECT 123456 IP=0.0.0.0:8000

IP=0

For turning off the main channel.

www.trikdis.com
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Command Data Description
E.g.: CONNECT 123456 IP=0
ENC=123456 TRK encryption key. E.g.: CONNECT 123456 ENC=123456
APN=Internet APN name. E.g.: CONNECT 123456 APN=INTERNET
USER=user APN user. E.g.: CONNECT 123456 USER=User
PSW=password APN password. E.g.: CONNECT 123456 PSW=Password

4.3 Control PGM outputs using phone calls

Note: If no users have been added to the system, the first one to call the G17F will become the
system administrator and will be the only one who can control the G17F using phone calls
and SMS commands.

If you want to allow additional users to control the system using phone calls, add them with
TrikdisConfig or give them the rights using SMS commands.

Perform these actions if you want to control a PGM output remotely:

e The user must be allowed to control outputs OUT and the output OUT must have type “Remote
control” assigned (using TrikdisConfig).

e Call the number of the G17F's SIM card. The G17F will answer the call and you can dial commands
using the phone’s keypad (see the table).

Mobile phone keyboard command list

Keyboard buttons Function Description

[output no]*[state no]# Control Controls the specified PGM output.
selected output | state:
ouT

[0] — output turned off;
[1] — output turned on;
[2] — turned off for pulse time;
[3] —turned on for pulse time;

(pulse time is specified in the TrikdisConfig
software, “PGM” table)

[*] — this symbol shows the end of the command.
E.g. (turn on output 1): 1*1#
E.g. (turn off output 1): 1*0#
E.g. (turn on output 2 for Pulse time specified in the
TrikdisConfig “PGM” table): 2*3#

# Retry entering | If you made a mistake while entering the command, press
the command | #onthe phone’s keyboard and enter the command again.
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5 Description of TrikdisConfig windows

5.1 Description of TrikdisConfig status bar

Once the G17F is connected, TrikdisConfig will display information about the connected device in its status

bar.

IMEI/Unique ID:
B65789026744039

Status: Ready Device: GI7F.2310  SN:000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator
Name Description

Unique ID Device’s IMEI number

Status Operational state

Device Device type (must show G17F)

SN Device’s serial number

BL Bootloader version

FW Device’s firmware version

HW Device’s hardware version

State Type of connection with the program (USB or remote)
Role Access level (shown after access code is approved)

When the Read [F4] button is clicked, the program will read and show settings currently saved on the G17F.
With TrikdisConfig, set the required parameters using the following program window descriptions.

www.trikdis.com
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5.2 “System Options” window

“System general” tab

n TrikdisConfig 1.66.9 G17F_2310 O X
Lk Program #° Action @8 About
| Reporting to CMS |
| Users & Reporting -
f | Object ID 0001
| Modules | 2 SIM card PIN 234
| Object name G17F

l Zones | ! APN internet
| PGM ' Test period V] 1 day(-s) 0 Login
i System events l Time synchronization GSM modem Pisiiar
l Events Log l Clear Events after reset V]

Firmware
l | SMS language English

Suspend event reporting when |2 same events per 10 $

Bevern her passurcord 1 Restore event reporting after 1 min

Show passwords [] Low power voltage 24 volts

Default settings -

IMEl/Unique ID:

B65789026744039
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

“General” settings group

e Object ID — if events are going to be sent to the CMS, enter the Object ID (4-symbol hexadecimal
number, 0-9, A-F) given by the CMS.

e Object name —the name given to the object that will be used in SMS messages sent to the user.

e Test period - when the box is ticked, “Test” messages will be sent every set period.

¢ Time synchronization — choose a server to synchronize time with. If you choose “IP server”, time will
be synchronized with the IP receiver’s time, if you choose “GSM modem”, time will be synchronized
with the GSM service provider’s server time.

o Clear Events after reset — all unsent event messages will be deleted upon reset.

e SMS language — set the preferred language and the specific symbols of that language will be used in
SMS messages.

e You can Suspend event reporting when ... a number of same events per ... s happen.

e Restore event reporting after ... — set the time after which suspending of event reporting will be
cancelled. The time can be anywhere from 0 to 999 minutes.

e Low power voltage — specify the power supply voltage (12 V or 24 V) that will be used for forming
messages about insufficient power supply voltage.

“SIM” settings group

e Enter the SIM card PIN code.

e APN-network service provider’s mobile internet access point name. You must enter the APN if event
messages will have to be sent to Protegus app or to the CMS via GPRS.

e If required by the GPRS network service provider, enter the APN user name and password in the
fields Login and Password.
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“Access” tab

¥ TrikdisConfig 1669 G17F_2310 s m} X
I System Options ___| Ipepee—y .., |
| Reporting to CMS I
[ Users & Reporting ] | installer permissions
| Modules | Administrator Code 122456 Object ID =)
I Zones | SMS password 123456 SIM card [
I, PGM | Installer Code 654321 Area Settings =T
| System events | -
Menu 'Users & Reporting' Editable
I Events Log |
M ‘M les’
I Firmware | s Modeles Editable
Menu ‘Zones' Editable
Menu 'PGM’ Editable
mber password = Menu ‘Reporting to CMS Editable |
Show passwords [+] Menu 'System events’ Editable
Default settings - Editable
Visible
Hidden
IMEl/Unique ID:
B65789026744039
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

Settings group “Access codes”
e Administrator Code — gives full access to configuration functions (default code —123456).

e SMS password — password for remote control and programming via SMS messages (default code —
123456).

e Installer Code — gives limited access to changing the communicator’s configuration (default code —
654321).

Settings group “Installer permissions”
The administrator can set which parameters can be changed by the installer.
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5.3 “Reporting to CMS” window

L} TrikdisConfig 1.66.9 G17F_2310 = O X
["System Options i - e
| Re| r to CMS l Communication type TCP/IP Return to Primary after 5 min
l Users & Reporting [ Domain or IP 0.0.0.0 IP Ping period = o0 :
I Nadiias [ Port 0 SMS Ping period | 10 min
| Zones l Protocol TRK PRch aaig e - StSp
DNS1 B.8.8.8
| PGM l Phone number
DNS2 B.8.4.4
I System events I Encryption Key 123456
I Erehts Log | Object 1D in SIA DC-09 0001
I Firmware_ ) i N o SIA DC-09 receiver No. 1
S | < 009 e o |
Communication type TCR/IP v
Domain or P 0.0.00 Backupchamelz
Remember password L] Port 0 Phone number
h ]
S skl Protocol TRK
Default settings
< - Phone number
Encryption Key 123456
IMEI/Unique ID:
B65789026744039 e =
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

The communicator sends messages to the Central Monitoring Station using internet (IP) or SMS messages.

You can assign a backup channel to the primary channel. It will be used when connection via the primary
channel is lost.

Messages sent to the Central Monitoring Station are encoded and password protected. To receive
messages and forward them to monitoring software, a TRIKDIS receiver is required:

e For IP messages — receiving program IPcom Windows/Linux, hardware IP/SMS receiver RL14 or multi-
channel receiver RM14.

e For SMS messages — hardware IP/SMS receiver RL14, multi-channel receiver RM14 or SMS receiver
GM14.

Connection via SMS messages is extremely useful for the backup channel, because it works even when
internet connectivity in the operator’s network is disrupted. Using SMS as the primary channel is not
recommended.

Settings group “Primary channel”
e Communication type — choose a method for connecting to the Central Monitoring Station’s receiver.
e Domain or IP —enter the receiver’s domain or IP address.
e Port —enter the receiver’s network port number.

e Protocol — TRIKDIS IP receivers can receive messages sent in the TRK protocol, and SIA DC-09
protocols are used for IP receivers capable of receiving event messages sent in SIA DC-09 protocols.

e Phone number — (only for SMS messages) enter the phone number of a TRIKDIS SMS receiver. The
phone number must start with the country code (e.g.: 370xXXXXXXXX).

e Encryption Key — 6-digit message encryption key. The communicator’s encryption key must match
the receiver’s encryption key.

www.trikdis.com 24 February, 2019




’i TRIKDIS GSM communicator for fire control panels G17F

Settings group “Backup channel”

Enable backup channel mode to allow messages to be sent using the backup channel if the connectivity is
disrupted. Configure the backup channel using the same settings as described above.

Settings group “Settings”

Return to Primary after — time period after which the G17F will attempt to regain connection with
the Primary channel.

IP PING period — sending period of internal PING signals for checking connectivity. These messages
are sent only via IP channel. The receiver does not forward these signals to the monitoring software
and thus does not overload the software. The monitoring software is only notified when the receiver
does not receive a PING message from the device for a preset period of time.

By default, the receiver will send a “Connection lost” message to the monitoring software after a
time period that is three times longer than the communicator’s PING sending period. E.g. if the IP
PING period is 3 minutes, the receiver will send a lost connection message if it does not receive a
PING for 9 minutes.

PING messages also keep an active connection session between the device and the receiver. An active
session is required to configure and control the communicator remotely. We recommend setting the
PING period to be no longer than 5 minutes.

Backup reporting after — specify the number of unsuccessful attempts to send a message using the
Primary channel. If the message fails to send after the specified number of attempts, the device will
transmit using the Backup channel.

DNS1, DNS2 — (Domain Name System) server that specifies the domain IP address. It is used when a
domain is specified in the connectivity channel’s Domain or IP field (instead of an IP address). Default
setting - Google DNS server addresses.

The following settings are only shown when DC-09_2007 or DC-09_2012 protocol is chosen in the
connectivity channel’s Protocol field.

Object ID in SIA DC-09 — enter the object number. If you chose the DC-09 protocol, the object number
entered in this field will be used. You can enter the 3-16 symbol hexadecimal number given by the
central monitoring station.

SIA DC-09 receiver No. — enter the receiver’s number.
SIA DC-09 line No. — enter the line number in the receiver.

Settings group “Backup channel 2”

Phone number - (only for SMS messages) enter the phone number of a TRIKDIS SMS receiver. The
phone number must start with the country code (e.g.: 370XXXXXXXX).
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5.4 “Users & Reporting” window

“Users” tab

o TrikdisConfig 1.66.9 G17F_2310 - m] P

Lk Program #Action [ About

| System Options

| Reporting to CM5

m SMS answer texts  SMS for Control panel

| Users & Reporting ||
| Modules [ ID Name Tel rumber PGV ACKFWD)
e 1 +37060123456 (] (]| ]
| Zones [ — =
2 [ () !
| PGM | [| 3 [users ] ][]
| System events I [4 [usera (I ]
l Events Log ! 5 |User5 | ﬁ‘ L|
. b i 6 |User6 (| |
abithiints 7 |User7 [ (]
8 |Users (][]

Remember password [

Show passwords [+]

Enable connection [+
. 1
Dl seltings - Parallel reporting vl
PROTEGUS Cloud access Code 123456
IMEI/Unique ID:
B65789026744039
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

Settings group “Users & Reporting to User”

ID — user’s number on the list.
Name — user’s name. These names will be used in event SMS messages.

Tel number — the user’s phone number that will receive SMS messages. Numbers must be entered
with the international code.

PGM - if the box is ticked, the user can remotely control outputs.

ACK —if the box is ticked, the G17F will send SMS messages with SMS answer text to the user after
every received SMS command.

FWD - if the box is ticked, SMS messages received from non-system users will be forwarded to the
user (e.g. SIM card account balance, random promotional messages, etc.).

Settings group “PROTEGUS Cloud”

Enable connection — enable Protegus service to allow the G17F to exchange data with the Protegus
app and remotely configure the device using TrikdisConfig.

Parallel reporting — enable parallel message sending via the Primary channel and to Protegus.
PROTEGUS Cloud access code — 6-digit code for logging in to Protegus (default code - 123456).
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“SMS answer texts” tab

" TrikdisConfig 1.66.9 G17F 2310 o 0 X
| Read[F4) Wit (FS] ~ Open[F8]  Save[]  Disconnect
= B —
| System Options SMS for Control panel
Reporting to CMS
Users & Reporting
Modules Answer SMS text
Command done Command done
Zones Wrong password Wrong password
PGM Wrong data Wrong data
System events Wrong command | Wrong command
Events Log

Settings group “SMS answer texts”
e Edit the answer texts to control commands sent via SMS messages in the column SMS text.
“SMS for Control panel” tab

o TrikdisConfig 1669 G17F_2310 - [} x
Sytem Optors [T <15 o ot
Reporting to CMS
Users & Reporting Iw‘ |
= Zn €D SMStext SMS  Call
Modules 1 |e110  |Firealarm
Zones 2 [E118  |Fire pre-alarm state O
PGM 3 |E380 |Detector fault M0

4 [E323 |Line fault ]

System events 5 [e301  [aCloss
Everis Lo 6 [£302 |Low battery [=2|0]=

Firmware 7 E311  |Missing battery [l

5 [505  [Paneireser [0

[l [e372 |Zone short O

10 |€371 (Zoneopen |l

: 11 |E574 |Zone disabled M| O] |
Remember password L] 12 |R574 |Zone enabled i
Show passwords 13 |£604  [Test & |0
octniseings | |14 [eom oo

15 [E000 10
16 |E000 oo
IMEV/Unique ID: 1 __|E000 |00
B65789026744039 | (RN (810
Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

e Zn-—event’s number on the list.

e CID —event’s Contact ID code.

e SMS text — event’s SMS message text.

e User — choose how to inform users about every event — SMS message and/or call.
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5.5 “Modules” window

# TrikdisConfig 1.66.9 G17F_2310 - m} X
LhProgam  pUAction @ About

| System Options [

I. Reponing .m CMS_ [ D Module Serial No. MName Firmware version
| Users & Reporting [ 1 Inim Smartina » Expander ID1

- - 2 Not available Expander ID2

[Modules | Iy P >3

| Zones [ 4 i0-WL radio expander

| PGM I 5 10__-3 expander

I 6 Inim Smartline

| System events l = vy

I Events Log I 8 Not available Expander ID8

| Firmware |

Settings group “RS485 modules”
e |D—module’s number on the list.

e Module — choose the module being used (modules iO, iO-WL, iO-8, Inim Smartline) from the module
list.

e Serial No. — mandatory 6-digit number that can be found on the module’s casing and its packaging.
e Name —you can give the module a name.

e Firmware version — the firmware version will be shown when the G17F finds the connected module.

5.6 “Zones” window

“Zones settings” tab

L TrikdisConfig 1.66.9 G17F_2310 - 0 X
£ Program #° Action 1 About
| System Options [ [ Zones settings YT
| Reporting to CMS | .
| Users & Reporting [ Zone No Input Definition Type [ ‘ARC [ JPE!L Deiay CID Code |
1 GI7F 1IN EOL [V V400 133
| Modules | Iz GI7F 2 IN 24 hours  |EOL M | ™ [a00 133
[zones  |HEFE Disable 24 hours  |EOL M | & |00 133
| PGM | 4 G17F 4 1/0 24 hours  |EOL vl v |400 133
|s . . l 5 G17F 51/0 24_hours EOL vl ¥ [400 133
e Eioy 6 GI7F6IN 24 hours  |ew ~| ® | & |a0 133
| Events Log | NO
I Firmware i | NC
EOL

e Zone No - zone’s number on the list.
e Input — choose which G17F or expansion module input IN to assign to a zone.

o Definition — all zones are assigned the 24 hours definition. If this zone is violated, a message about
the event is sent immediately.

e Type — choose the type of circuit connected to the zone input IN from a list: NC — normally closed
contact, NO — normally open contact, EOL — with a 10 kQ resistor at the end of the circuit.

e ARC-if the box is ticked, messages about zone events will be sent to the alarm receiving centre.
e Prot. —if the box is ticked, notifications about zone events will be sent to Protegus app.

e Delay—IN input zone reaction time in milliseconds.
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e CID Code — event’s Contact ID code.

“SMS & Call reporting” tab

n TrikdisConfig 1.66.9 G17F_2310 = O x
Lprogam  HAcion B8 About
| Read[F4]  Write [FS] . Open(F8]  Save[F9]  Disconnect
| System Options | oo =
| Reporting to CMS [ :
| Users & Reporting [ jusent
. Zn SMS text SMS  Call

I Modules [ Check/uncheck all rows: O (O
|[ 1 Event Zone 1 Alarm vl | vl
| PGM | 1 Restore |Zone 1 Restore vl | L
I' P I 2 Event Zone 2 Alarm :f ]
- . 2 Restore |Zone 2 Restore | O
| Events Log , 4 Event Zone 4 Alarm M | O
| Firmware | 4 Restore |Zone 4 Restore W | O

5 Event Zone 5 Alarm vl | L]

5 Restore |Zone 5 Restore b | ]

6 Event Zone 6 Alarm V[ ]

6 Restore |Zone 6 Restore bl | O

Remember password -

This window will only be shown if there is at least one User added in the “Users & Reporting” window.
e Zn-zone number with an event identification word. Can be “Event” or “Restore”.
e SMS text — description of the zone event that will be included in SMS event messages sent to users.

e SMS/Call — choose how to inform users about every zone event — via SMS message and/or call.

5.7 “PGM” window

“Outputs” tab
o TrikdisConfig 1.66.9 G17F_2310 - o %
I System Options : m SMS & Call =
Reporting to CMS
| Users & Reporting ] [PGM No PGM output Output definition  Puise Time, s ARC  Prot.
L GI7F31/0 inim diatar ¥ |20 O«
| Modules I 12 Disable _Remole Controi_ 20 [ | ¥
|__ Zones l 3 Disable Inim dialer 20 []]
|V

e PGM No — PGM output’s number on the list.

e PGM output — assign outputs OUT of the G17F or of an external device to a PGM.
e Output definition — select operational mode of an output OUT.

e Pulse time, s — assign a desired OUT turn on duration from 0 to 9999 seconds.

e Prot. —if the box is ticked, output event notifications will be sent to Protegus app.
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“SMS & Call reporting” tab

W TrikdisConfig 1.669 G17F_2310

| System Options I -Outpub SMS & Call reporting

| Reporting to CMS I ’7

| Users & Reporting | liteee)
= y PGM SMS text SMS  Call

| M.Odmes. I Check/uncheck all rows: Oofgd

| Zones | | [[&em [oution M |

[T | oo |ovm o 2]0

e PGM - the number of output OUT and turn on/off event type (“Event” — output OUT turn on event
and “Restore” — OUT turn off event).

e SMS text — output OUT turn on/off event name that will be included in the event’s SMS message.

e User / SMS and Call — choose which users to inform via SMS message and/or call when an output
OUT is turned on/off.

5.8 “System events” window

“Events” tab

W TrikdisConfig 1669 G17F_2310 O #
£ Program #7 Action @8 About
| System Options | E= sMs & Call reporting
| Reporting to CMS I
: | = = O
| Users&Reportmg | D Everttnaﬂ:ve [ .Er_@‘ble [ A;l:: [IProt. CIDCode SMS event text SMS restore text
1 |Low power &) 54 ¥ |302 Low power Power restore
| Modules | | 2 [rerodicrest o V] M [s02 Periodic test
ones ault _I / device fault device restore
Zones 3 |RS485f =] v M [333 RS485 faul R5485
| Pam | | [4_|GSMjamming i ] M |34 GSM jamming |NO GSM jamming
- 3 5 |Start IP event [l vl [vl 700
[systemevents |

e |ID—-event’s number on the list.

e Event name — event name.

e Enable — enable event recognition.

e ARC - messages about chosen events will be sent to ARC.

e Prot. —notifications about chosen events will be sent to Protegus app.
e CID Code — event’s Contact ID code.

e SMS event text — text of the event’s SMS message.

e SMS restore text - text of the event’s restore SMS message.
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“SMS & Call reporting” tab

L TrikdisConfig 1.66.9 G17F_2310 = O X
| System Options ] [P M & Call reporting
| Reporting to CMsS | i
- User 1 |
| Users & Reporting | [ |
1D Event SMS text SMS  Call |
| Modules | Check/uncheck all rows: O
| Zones | 1 Event Low power ]
| PGM I 1 Restore |Power restore vl ]
2 Event Periodic test [v]
&
|=| 3 Event RS485 device fault i)
| Events Log | 3 Restore |RS485 device restore %)
| Firmware | 4 Event GSM jamming | [w]
i 4 Restore |NO GSM jamming )

e ID —event’s number on the list and identification word (Event, Restore).
e Event SMS text — text that will be included in SMS messages about events.
e User — choose how to inform users about every event — vis SMS message and/or call.

5.9 “Events Log” window

] TrikdisConfig 1.66.9 G17F_2310 = O X
| Read[F4]  Write[F5] | Open[F8]  Save[F9]  Disconnect
[ | Redlor Cewler
| Reporting to CMsS | '
| Users & Reporting | !m No. e cio Event definition |
| 839 2016-03-01 00:00:00 133:01:006 Alarm in input IN6 -~
| Modules l 838 2016-03-01 00:00:00 13301005 | Alarm in input INS -
| Zones | : 837 2016-03-01 00:00:00 133:01:004 Alarm in input IN4
| PGM | \336 2016-03-01 00:00:00 133:01:003 Alarm in input IN3
| S = | 835 2016-03-01 00:00:00 133:01:002 Alarm in input IN2
o sl S W T 2016-03-01 00:00:00 13301001 |Alarm in input IN1
|| |833 2016-03-01 00:00:00 302:01:000 Low Battery
| Firmware | 1532 2016-03-01 00:00:00 305:00:016 System start
‘ 831 2016-03-01 00:00:00 133:01:006 Alarm in input IN6
1830 2016-03-01 00:00:00 133:01:005 Alarm in input IN5
e Read Log button —for reading the event log from the device’s memory.
e Clear Log button — for clearing the event log entries from the device’s memory.
¢ In the table, you can find the Event No., Time, CID code, Event definition. The events log can show

up to 1000 events stored in the G17F's memory.

5.10 Restore default settings

To restore the communicator’s default settings, click the TrikdisConfig button Restore.
Default settings I '-' |

IMEl/Unique ID:
B65789026744039

Status: Ready Device: G17F_2310 SN: 000002 BL: 1.02 FW:1.07 HW: State USB Role: Administrator

www.trikdis.com 31 February, 2019




’i TRIKD'S GSM communicator for fire control panels G17F

6 Setting parameters remotely

IMPORTANT: Remote configuration will only work when the G17F:
Has an inserted and activated SIM card with the PIN code entered or disabled.

N

Has Protegus service enabled. See 5.4 “Users & Reporting” window.

w

Has the power switched on (“POWER” LED must be green solid);
Is connected to a network (the “NETWORK” LED must be green solid and blink
yellow).

If NETWORK is yellow solid or DATA is yellow solid, the device cannot connect to GSM
and/or Protegus.

E

1. Onyour computer, launch the configuration software TrikdisConfig.

2. Inthe Remote access window, enter the communicator’s Unique ID number. You can find this
number on the back of the device and on the device’s packaging.

[ Remoteaccess
Unigue ID System Name

R dol IR

(Optional) Enter a desired name for the communicator in the System Name field.
Click Configure.
In the window that opens, click Read [F4]. If prompted, enter the administrator or installer code.

o v kW

When you are finished setting the desired parameters, click Write [F5]. If you are done working with
TrikdisConfig, click Disconnect.

7 Testing the G17F GSM communicator

When configuration and installation are complete, perform a system check:

1) To test an input of the communicator, enable it. Check if the events were received by the Alarm
Receiving Centre (ARC) and/or Protegus application.

2) To test the communicator’s outputs, turn them on remotely and check their operation. Ensure that
the events were received by the Alarm Receiving Centre (ARC) and/or Protegus application.

3) Perform a fire alarm test to see if the ARC receives events correctly.

8 Updating firmware

Note: After connecting the communicator to TrikdisConfig, the program will automatically offer to
update the firmware if any updates are available. Internet connection is needed for this
feature. Antivirus software, firewall or strict internet access settings can block the automatic
update feature.

The communicator’s firmware can also be updated or changed manually. All prior settings of the
communicator remain after an update. If the firmware is installed manually, it can be changed to a newer
or an older version. Perform these steps:

1. Launch TrikdisConfig.
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2. Connect the communicator to the computer using a USB Mini-B cable or connect to the
communicator remotely.

e |f a newer version of firmware is available, the program will automatically offer to install it.
3. Open the TrikdisConfig window Firmware.

% TrikdisConfig 1.66.9 G17F_2310 = a X
Brogem  SAcion  EAbot
redll el O Smeln  Dicomect

[ System Options

| Reporting to CMS
| Users & Reporting
| Modules Open firmware file

|
|
|
| . ‘
| Zones | |G Udate [F12)
|
|
|
|

| PGM

| System events

I Events Log

Remember password  []
Show passwords

Default settings I-I

4. Click the button Open firmware and choose the required firmware file. The newest firmware files
can be downloaded from the webpage www.trikdis.com.

Click the Update [F12] button.
6. Wait for the update to finish.

www.trikdis.com 33 February, 2019




